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FORCE ORDER 3306.1

From:

To:

Subj:

Ref:

Encl:

Commander, Marine Forces Reserve
Distribution List

MARINE FORCES RESERVE ANTITERRORISM/FORCE PROTECTION
(AT/FP) PROGRAM

(a) Dol Dir 2000.12, Protection of DoD Personnel &

Resources Against Terrorist Acts ey
(b} DeD Dir 2000.16, Combatting Terrorism Program Standards™
(¢) JSPUB 3-07.2, Joint Tactics, Technlques, and

Procedures from Antiterrorism
(d) OPNAVINST 35530.14C, Navy Physical Securlty
() MCO 3302.1C, Marine Corps Antlterrorlsm/Foroe

Protection Program
(f)cwco 3500 27, Operatlonal Risk Management

~_NoIS Forelgn Counterlntelllgence POCS
Bomb ‘Threats : . s

Terrorism/Law Enforcement/Securlty on the Internet
Letter and Package Bomb Recognltlon Checklist
Mission Essential Vulnerable Assets (WEVA)

{1}
{2) :
'(3)“Pubilc ‘Affairs Plan
{4)

5)

6)

}mArea/Complex Phy51cal Security Survey Tool -

) CRAVER Target Analysis Tool

}.Sample Vulnerapility Asseéessment Format

[0) Formal Antiterrorism Training

i)Travel Security Policy ’

2)Terrorist Threat and Vulnerability Assessments:
3)Terrorist Threat Conditions (THREATCONS)
4)Individual Protective Measures

5} Physical Security Plan

1. Purpose. To establish p011Cy, responsibilities, procedures and
standards for the Marine Forces Reserve. (MARFORRES) "AT/FP Program at
installations and bases in accordance with references (a) ‘through !

().

This Order contains information for U.S. Government use only fff

and dlstrlbutlon igs llmlted to U.S. Government agenc1es and

'personnel Request for: dlstrlbutlon of ‘this: document tol out31de s
“personnel. or ‘agencies must be’ Tade to Commander, Marlne Forces'?ﬂqﬂ”ﬂﬁ
'-Reserve (COMMARFORRES} (ATTN SG-3) L SR A S e
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2. Background

a. Terrorism, as defined in references (a) through (e), 1s the
calculated use of violence or threat of violence to instill fear.
Its purpose is to intimidate governments or societies in the
pursuit of goals that are generally political, religious or

ideoclogical.

b. Terrorist acts have become more deadly and destructive. All
Reserve forces must be prepared to defend themselves, their property
and families in order to accomplish their missions.

c. The potential for terrorists to strike military personnel is
documented throughout Marine Corps history. All Reserve personnel
nmust possess the information needed to detect and defend agalnst such

acts.

d.. The Department of Defense (DoD) describes force protection as
a security program designed to protect military personﬁel civilian
employees, family members, facilities, and equipment in all locations
and situations. This is accomplished through a planned and
integrated application. of antiterrorism, .physical security program,
operation security. (OPSEC), personal protective services, and is
supported by intelligence, counterintelligence, and other seourlty
programs. Antiterrorism can be defined as defensive measures, which
reduce vulnerability-to terrorlst acts, -and therefore is .an 1ntegral j,
part of :the. overall force protectlon concept.

2. The goai of the MARFORRES AT/FP program is.to educate aed -
train its Marines, Saliors;, civilian employees and family members to
protect themselves at home and abroad from ‘acts of terrorism. :
Antiterrorism and Force Protection is a Commander’s respon51b111ty,
however it 1is also an individual’s responsibility to assist the
Commander in protecting the personnel who comprise the Force by belng

vigilant and proactive in daily practice.

3. Information

a. The Department of Justice (DoJ) is the lead agency for
combating domestic terrorism. Within the DoJ, the Federal Bureau of .
Investigation (FBI) is the lead agency for handling and
1nvestlgat1ng domestlc terrorist acts commltted in the Unlted States

Lo b._ The Department of State (DoS) is the lead agency for
-combatlng terrorism.against’ Amerlcan personnel and facilities : -
. outside: the Contlnental United States (OCCNUS).. The DoS is also- o
'respon51ble for the forelgn relatlons aspects of domestic . ,un"'
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terrorism.

-

c. The Federal Aviation Administration (FAA) has excluswve o
responsibility for the direction of any law enforcement (if o
applicable) acthlty affecting the safety of persons aboard aarcraft
in flight involved in aircraft piracy. "In flight" is defined as
that period when an aircraft's exterior doors are closed.

d.  Federal law, inter-agency agreements, status-cof-forces
agreements (SOFAs), international agreements, and memorandums of
understanding (MOUs) determine the DoD antiterrorism role. Military
policies, directives, and plans support the DoJ and DoS under
applicable federal laws or memorandums of agreement (MOAs). The DoD-
retains the command and contrel of all mllltary forces -involved 1n

combating terrorlst operatrons

e. Enclosure (1} lists the ten fleid offices wrth NCIS Forelgn
-Counterlnteiilgence Agents, their areas of. responsrblllty and the .75
phone. nambers for the counterlntelllgence POCS ' : e

5 ”f.r Enclosure (2} outlines basrc procedures to follow when':gfir"'
';recervrng a bomb threat and an example bomb threat checkllst

;eéee Enclosure (3) provzdes a ba51c AT/FP publlC'affairs plaﬁ.t

. h. Enclosure {4) lists internet 51tes that prov1de unclassrfledf;
AT/FP and travel guldance 1nformatlon : - - =

::.rf_i. Enclosure (5) 1s provrded as a Letter and Package Bomb
_ Recognltlon Checkllst o : A . .

: 'j. Enclosures_(ﬁ) through (9) prov1oe swte vulnerablllty/target!J
analysrs tools. These tools are optlonal methods of. determlnlag o
installation vulnerabrllty -

4. Pollcy N

a. COMMARFORRES will protect military personnel and crvrllan
employees, their families, government facilities; and material .
resources from acts ©of terrorisn and other criminal and destructlve-
-acts. Commandlng Officers will develop an operational capability -

. that provides defense in depth against all threats. . Commanding.
. Officers will be- gulded by:the provisions .of this Order to be both

' jproact1ve and reactive toward acts of terrorlsmcand other crlmﬂnal ;T'
T:and hostrie acts R S . L i e g
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1. Commanders at all levels are reguired to integrate the
standards of reference {(a) into rheir AT/FP programs and shall
develop: subsequeﬂt prescriptive standards, based on the unit,
1nsta11atlon, threat and operating env1ronmentp.1n_order to
satlsfy unlque AT/FP ‘program reguirements..

c. 2All commanders at the 185 individual MARFORRES sites spread
throughout the country must clearly understand that assessment of
terrorist/criminal threats to theilr site is inherently a local
command responSLblllty In short, identifying whether a site 1is
threatened is a “whottom-up”’ process where the local. commanders
integrated NCIS reports and local police jntelligence to asSSesSs the
threat. Conversely when deploylng outside the territorial linmits of
the United States’ the “top-down” threat assessment process is
-appllcable, transmltted from the Theater CINCS via MARFORRES.

_ ’-d Force Protectlon (FP) ‘encompasses MOre than essenLlal AT
precedures._ 1t ‘also -incorporates the basic safety of our personnel'
We will ensure their safety as a. subset of FP using Operatlonal Rlsk'
Management (ORM) . technigues. ORM is a systematic decision- maklng
‘process, used to identify. and manage hazards that could influence :
. mission ‘success and endanger assets. FP ORM will be incorporated ln'
~all levels of plannlng scheduling and execution and will be s
'-.addressed inall. operatlons orders. Reference (£) prov;des detallede;s

..guldance on ORM

e. FP w1ll be 1ncorpbratedﬁaddressed in_ail operAEiéﬁ 0rdéi5{£f77“"“

ssued w1th1n MARFORRES unlte.

er5;* Actlon.. Marlne Reserve Commaﬁders/Commandlng OfflCEIS/ Officersf
-,1n Charge (Battallon/Squadron 1evel and hlgher) will: s

App01nt ‘an ‘AT/FP Officer in wrltlng " This appointment . .
may be an addltlonal duty. The AT officer assigned should be an_jfg;
Officer or SNCO, however exemption to the rank requlrement will “be
granted for NCOs who are subject matter experts and have Lecelved
formal training in AT/EP (i.e., military police, counterintelligence)
as AT/FP. Officers. Tralnlng requlfements are identified in enclosure

(10) of thls order

_ “b. Ensure that units deploylng OCONUS. are assigned a Level TI.
fﬁtralned ‘and: certified AT/EP. officer. This lnleldual shall serve .as
{an adv;sor ‘to assist the commander in meetlng hlS “AT/FP requlrements
:;;fThls 1nd1v1dual shall,_prlor to deployment, ensure each person w1th1n
;]jthe unlt has: recelved Tevel I training, is aware of the terrorlsm
“threat; ~and is- tralned to reduce rlsk or mltlgate the effects’ should

*an attack occur
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c. Deliver a mandatory Level I brief and Area of Responsibility
(ROR) /country specific threat information brief to all personnel
planning to travel OCONUS regardless of threat level. Enclosure (11)
can assist commands in explaining security measures to DoD personnel
travelling abroad. 1In particular, close attention must be paid to
the specific Theater CINC’s AT/FP measures reguired of both
individuals and units deploying to the specific CINC’s AOR.

d. Develop comprehensive AT/FP programs that are based on
current assessments of terrorist threats and unit vulnerabilities.

. Establish Vulnerability and Threat Assessment programs.
Commanders will request an assessment for their installation if
their command is not aboard a major service base or installation.
Vulnerability assessments will be reqguested via MARFCRRES, AC/S G-3, .
AT/FP Officer (comm: 504-678-8086/1284). Enclosure {11) provides-
cdetailed instructions on scheduling and conducting threat and o

vulnerability assessments.

f. Establish command AT/FP information and awareness programs to
ensure all assigned perscnnel to include Marines, sailors(,familyn;j
members and civilian emplovees are aware of the general terrorist .
threat and the personal protection measures that could reduce R
individual vulnerability to acts of terrorism. Additiorally, command.
information programs shall be capable of ensuring that all personnel .
are informed of increased threat condition (THREATCON) levels and ‘the:
measures to-be taken and implemented. Enclosure (13) provides RREE
specific information on threat conditions.

g. Develop a means of mass notification of unit and installation™
personnel via recognizable alarms for pctential emergencies. These _
alarms should possess a capability to immediately sound the alarm, .
should have their own set of reactions, and should be drilled
frequently to familiarize all personnel with individual
respensibilities.

h. Ensure that country and theater clearances are requested for
each foreign country prior to units or individual travelling OCONUS.

i. Provide initial threat and security briefings to all newly
assigned military, civilian personnel and their dependents when a
unit:isgiocated overseas. Enclosure {14) provides fundamental
individual protective measures. ' o '

~J. Provide guidance annually to all personnel assigned to medium -
and high threat locations on appropriate conduct in the event they. -
are taken hostage or kidnapped. IR
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k. Provide information on vehicle bhomb searches to all personnel

and include a copy ©n 211 government trip'tickets.

1. Ensure that personnel in receipt of orders OCONUS receive the
Level I threat prief and ACR Specific threat brief for trhemselves and
+heir dependents. Certification of the training must be included in
the serviceman’s record and on orders. This reguirement is the
“losing Commanders'” responsibility. Develop prescriptive AT/FP
standards based on the type of unit, installation location, potential
threat and operating environment.

m. Develop and implement security procedures to defend against
terrorism, and support these procedures with adequate planning and
svaluation. For independent activities rhis may include the revision
of existing local security directives and physical security
equipment. rnclosure (15) provides more detailed guidance on
physical security plans.

n. Ensure plans, procedures;, assessments,'and training
address potential threats to information systems and the
potential use of Weapons of Mass Destruction (WMD) . Programs
shall include plans and procedures for crisis/consequence
management, first responder, and medical response.

. o. Conduct an annual AT/FP exercise at their installation. This
... exercise will be concurrent with real-time terrorist threats. o
p. Develop AT/FP plans that include & process, based on
terrorism threat information and/or guidance Irom higher
headgquarters, to raise or lower THREATCON levels. subcrdinate
Commanders may ralse put not lower a higher level Comnmander's S
THREATCON. plans will also address procedures +o collect and analyze
tnreat informaticn and threat capabilityy assess vulnerability to.
threat attacks, implement procedures +o enhance AT/FP, and procedures
for responding Lo threat incidents. AT/FP plans will also be '

reviewed and updated annually.

g. The Naval Criminal Investigative Service (NCIS) maintains a
world-wide structure which provides counterintelligence and
anti-terrorism support to Marine Corps commands. Within the United
States there are ten special agents serving ten geographical areas as
an available source for such information. Enclosure (1) lists the
ten field offices with NCIS Foreign Counterintelligence Agents, their
areas of responsibility and the phone ‘numbers for fhe counter= il
intelligence;POCS. ‘Commanders will insure unit AT/FP Officers and
Security.Manage:s_chtact'the nearest field office to obtain dccess
to local +hreat information. R o E
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r. State, county, and city law enforcement agencies receive
information concerning local threats from their own
intelligence sources. This information may be provided to local
Marine Corps sites if liaison with the law enforcement agency is
maintained. Commanders will insure unit AT/FP Officers and Security
Managers contact state, county and city law enforcement agencies
obtain access to local threat information.

6. Recommendations for Changes. Submit recommendations for changes
to this order via the chain of command to this headguarters (attn:

G-3/AT/FP).

7. Reserve Applicability. This Order is applicable to the Marine

Corps Reserve. /££:7 ]

P. J. DULIN
Chief of Staff

DISTRIBUTION: A
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NCIS FOREIGN COUNTERINTELLIGENCE POCs

PENSACOLA FIELD OFFICE
(830) 452-3835 DSN 922-3835
AL

AR

FL (Tallahassee & West)

IL

N

KS

KY

LA

MI

MN

PEARL HARBOR FIELD OFFICE

- (808)474-1218 DSN; 315 474-1218

HI

’ LOS ANGELES FIELD OFFICE
(909) 985-2264933-5611

So CAL Counties of

LA, Co )

L Orangg, Co

. Ventura R
Saﬂta Barbara

* San Luis OblSpO

. Riverside:
. -SanBemadmo R

SAN DIEGO FIELD OFFICE
(619) 36 1364 DSN 526-1364
-SDCO,.CA sl

Cu[bcrston}

MAYPORT FIELD OF F ICE

(904) 270-5361 DSN: 960-5361

GA

Florida (East & South of Tallahassee)

NEWPORT FIELD OFFICE
{401) 841-2241 DSN: 948-2241
T

MA

ME

MS
MO
NE

OK
SD
™™
Wi

Mono
Inyo .
Al No CAL
NV Co (Clark
«&'Las Vegas)
CO: '
o ur
SWY

izﬁperial Co, CA-
: TX Counties (El Paso Hudspcth Reeves

NI
PA
VT

LEJEUNE FIELD OFFICER

1L MEE: (910} 451-8009 DSN: 751-8009

NC Counties oft
Brunswick
Columbus
Cumberland
Duplain
EdgeComb
Hoke

Jones

NORFOLK FIELD OFFICE,
{757) 444~7327 DSN: 564-7327
SE VA Counties EXCEPT:
Orange

Green

Madison’

Rockinghan:

Shenandoah

WASH D.C. FIELD OFFICE
(202) 433-3858 DSN: 288-3858
DLC.

DE.

wy o

VA Counties of:

. ‘Aacomack

Arfington
Caroline
Clarke

‘Culpepér

Essex
Fairfax
Fauguier
Frederick
Green
George
Lancaster
Loudon
Madison

PUGET SOUND FIELD OFFICE
(306) 396-4660 DSN: 744-4660
AKX

WA

"OR

Warren

Lenor

New Hanover
Onsiow
Pinder
Roberson
Sampson
Wayne

Rappzhannock
Warred

Clarke
Frederick
Page

N. 'Harréptoa
O_r_ange :
Page .

'__;Prmc'e William o
- Rappahannock .

Rockmgham
_Shcr_lan_da_zdl
Spotsylvania
Stafford - -

Westmoreland
Warren
VA Cities of;
Falls Church
Fairfax King
Vienna
Fredericksburg

ID
MT

ENCLOSURE (1) -
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ECMB THREATS -+

1. General. Bombs and Improvised Explosive Devices (IEDs) are'
ideal tools that terrorists . use to demonstrate ineffectiveness .of
government services. They are low cost, allow for escape cf the
perpetrator, and easily create the chaos, intimidation and
coercion that the terrorist seeks.

2. Acticns. It is imperative that personnel involved in =z
search or in normal routine work activity be instructed that
their only mission is to locate and report suspiciocus objects.
Under no circumstances should anyone move, jar, or touch an
unconfirmed explosive object or anything attached to it. The
removal or disarming of a bomb must be left to the professzonals
in explosive ordnance disposal. ‘Rules to be followsed upon
1dent1flcatlon of a bomb or suspected bomb

as Report the locatlon and ‘an accurate descrlptlon of the
object te the appropriate person. This information will be . b
relayed 1mmedlately - Emergency response personnel should be met.

_'b, II p0531ble and so equlpped take several plctures of the:;ff_
device. Do not use flash buib attachments or fiash settlngs on'ﬂ_jﬁt'

. the camera

c.. Move as “far" away . fTrom:the suspect object as possible

- without" belng placed in further danger from other hazards -

(traffic, secondary explosives, ‘flammables, etc.). Identify the_f'°”

" danger area, and block it off with a clear zons of at least 300

feet, includlng floors above and beiow'the object.

d. Keep away from g1ass w1ndows or other materials that can

become additional flying debris Stay out of “line of sight” of

the object, thereby reducing hazard of injury as a conseguence of
direct fragmentation. If absolutely necessary, place sandbags or
mattresses, never metal shields, around the suspicious obiject.

Do not attempt to cover the object. If possible, check to sze
that all doors and windows are open to minimize primary damage
from the blast and secondary damage from fragmentatlop

Cadn Remaln alert for addltlonal or. secondary explosive Cn i
dev1ces in the 1mmed1ate area, espec1ally 1f lccatlon ©of the bomb_g-gf
'*evacuatlon assembiy area is W1dely known SR

ENCLOSURE {2}




. the call and corroborate facts and opinions.
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3. Immediate Action. Immediate action may include search
without evacuation, movement of personnel within the
establishment, partial evacuation, or total evacuation. If
evacuated, do not permit re-entry into-the building: until the .
device -has been rerndered safe and removed, and .the building
declared safe for re-entry. Analysis and evacuation criteria
will be a matter of local SOP. It must be command directed,

instructed and exercised.

4. Telephone Bomb Threats. Telephonic threats can achieve the
desired disruption with little risk or effort on part of the
terrorist. Treat all calls seriously, although subsequent search
reveals them to be hoax. Upon receiving an anonymous telephone

call, try to:

a. Write down conversatlon {see page 3 of-this enclosure}..

b. Obtain the caller s name, address, and telephone number.
‘Point out to the caller that by giving these detaiis, he or she
is 1nd1cat1ng that the call is a genulne warnlng S

C. Keep the caller talklng and elicit .as much information as S
p0551ble . L

d- Summon assxstance (tbrough a telephone exchange) to traceffg*"

e. . Comply w1th the caller’s request to be connected with
'.another ‘extension:.. Monitor the:call if possible.  Alert the
:securlty offlcer or the command duty-officer: IMMEDIATELY




3.

4.

e TELEPHONE BOMB THREAT
BOMB THREAT RECEIVED ON PHONE NUMBRER:

BOMB THREAT RECEIVED AT:

For(Q 3300
20 Jul 09

-1

KEEP CALLER ON THE LINE!

NOTIEFY THE PHONE COMPANY {PHONE NUMBER

THREAT AND REQUEST IMMEDIATE LINE TRACE.

)

OF THE

6.

5. CALLER STATES THE BOMB IS LOCATED AT:
_ . THE CALLER SAYS .THE BOMB WILL EXPLODL:
B (WHEN) -
7;' THE CALLER HAS MADE THE FOLLOWING THREATS/DEMANDS
8. OTHER COMMENTS:

. ENCLOSURE

(2)
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PUBLIC AFFAIRS PLAN

1. Public Affairs Audiences. Public Affairs actions regarding
antiterrorism/force protection should be focused toward two

audiences:

a. Internal {(Marines, Sailors and family members).

b, External (generzl public).

2. Internal Audiences. Information regarding the entire AT/FP
Program should be regularly provided to and discussed with your
internal audiences. Various aspects of the program could be
included in unit newsletters to keep people aware of the
potentizal for terrorism and how to combat it. As threat
conditions change, your internal audiences will be reminded of
the requirements of the new threat condition. FEducation and
awareness will help ensure that the internal audiences are
prepared for any potential or real terrorist activity.

3. External Audiences. External audiences such as the media and

the general public may, at times, be very interested in what a
military unit is doing with regards to antiterrorism/force
protection. Thelr interest will become especially evident if a
threat condition changes, as they will notice a change in unit
activities. It is important to respond to their questions;
however, security precautions should not be specifically
discussed, as that could jeopardize a unit’s security. General

statements such as, “We are reviewing our security procedures and .

ensuring appropriate measures are in effect to adequately
safequard our personnel and property,” can be used. MARFORRES
Pubiic Affairs should be informed about specific media queries in
this regard. The public affairs office is also available to
assist with formulating responses to media queries. Phone
numbers for the MARFORRES Public Affairs Office are (504)

678~1227/4117.

ENCLOSURE (3) =
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TERRORISM/LAW ENFORCEMENT/SECURITY INFORMATION ON THE INTERNET -

1. Government Addresses

U.5. Department of 3State, Consular Affairs:
http://travel.state.gov

U.S. Department of State: ttp://www.herces.net/

Counterterrorism: http://state.gov/www/global/terrorism/
index.html

Federal Bureau cof Investigation Homepage: http://www.fbi.gov/
Central Intelligence Agency: http://www!édci.éé%/cia/

2. Terrcrism Related.Addressesl ‘ |

J34 Hbmepage'oh GCCS: http://nmcc20a/-dBclel-ap/334. htm/

Department of Defense Antiterrorism Homepage:
www.dtic. mll/jcs/force _protection/

QTerrorlsm Research Center:
WWW . terrorism. com/terrorlsm/lndex htmi

'Report to the PIESldent and Congress on the Protectlon of U.S.
~Forces Deployed Abroad: ' _
‘http://www.dtic.mil/defenselink/pubs/downing-rpt/

Hot Topicé—Térrorism/AntiterroriSm: http://www.dtic.mil/
Terrorism: http://www.upapubs.com/

Center for the Study of Terrcrism and Political Violence:
http://www,st-and.ac.uk/-www-shir/terr.html

Rand Homepage: http://www.rand.org/

Kroll Associates: http://www.Krollassociates,com/

Stormfront White Natlonaixst Resource Page
http //www stormfront. org/

HateWatch Gulde to Hate Groums on the Internet:
http //hatewatch org/ '

ENCLOSURE (4) = .
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Profiles Threat Counter Measures Group: -
nttp://wauw.profiles—-tag.com/

Terrorism and Political Violence Home Page:
http://www.frankcas—s.com/jnis/tpv.htm

The Counter-Terrorism Page: http://www.terrorism.com/

Counter Terrorism Homepage:
http://www.worldonline. neb/securltynet/CTS/zndex html

Federal Emergency Management Administration's Fact Sheet on
Terrorism: http://www.fema. gov/fema/terrorf.html

Israel INTERNET Terrdrism Hotline: http:/shani.net/terror/

Library of Congress Search Englne Terrorism:
http: //Icweb.leoc. gcv/lex1co/tgml/t/Terrorlsm html

Internet: Terrorism: http://www.mllnet.com/mllnet/terror.htm

Society and Culture: Crimes: Terrorism:

htip: //www vahoo. com/Society-and- Culture/Crlme/Crlmes/Terrorlsm/ff;?

- Terrorzst Proflles
' http //n51 org/lerary/Terrorlsm/profterr txt

.Terrorlst Use of Chemical Weapons: .
http //groucho 1a asu. edu/ jvlm/IntelllgenceBrleflng

MCI link:
wwWw.mci. hq; usmc.mil/support-files/mci- -news/terrorism/main.htm

CD-i's Counter-Terrorism issues page!
http://www.cdt.org/policy/terrorism/

International Policy Institute for Counter-Terrorism:
http://www.ict—org.il/

3. AOR Specific/Countrv Specific Addresses
 PACOM Homepage:,_www;pacpm,mil/d;rect/at/athome.htm

'}fEUC©M Hom¢§age: 'www.eﬁcom.mil

ENCLOSURE (4) -




'”fAmerlcan Soc1ety for Industrzal Securlty

"thttp //wwn amdahi com/ext/lacp/

'”afCec1l Greeks s Crlmlnal Justlce Page.;
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CENTCOM Homepage: www . cerntcom.mil .
SOUTHCOM Pomepage WWW. ussouthcom/southcom/
USACOM Homepage 137.246.33. 240 SOOO/acomweb nst

ﬁepartment cf State, Travel Threat Advzsorles:
http://travel.state.gov/travel-warnings.html

Ariga: The Pinkerton Daily Risk Assessment for the Middle East:
http: //arlga co.il/pink.htm

4, Securltv/Law Enforcement Addresses

- Provost: Marshal/Intelllgence link
WWW= 1oc army mll/dm/DMPWEB/llnks htm

"U S Army MP school _www.mecleilan.army.ﬁil/qéamps/dets/aiétﬁ fﬁJ;”VR
CIS Homepage -www-ncis naﬁy mil | | |
_ aA;r Force Securlty Forces Home Page :

ﬁhttp //www klrtland af mll/organlzations/AFSF/
Hfhttp //www.asisonline. org/

'fsecurlty Management Onllne., http //www Securltymanagement com/ L

' Internatlonal A55001at10n of Chler of Pollce

. http //www stpt.usf.edu/-greek/cj

'Olece of Internatlonal Criminal Justlce
http: //www acsp uic. edu/

Natmonal Industrlal Security Board:
http: //www dls mll/page2o htm -~

;Corporate Securlty Resources Page
thtp //chelsea ios. com/ glenz/

'nginkerton RlSk Assessments http //www apn net/pinkerton,htmilfﬁ

ENCLOSURE " {4}




”] ww fb1 gov/publlsh/terror/terrusa htm_*j

:”;DOS publlcatlon ' Patterns of Global Terrorlsm

"'FJENCLOSURE (4) “?"'
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Law enforcement (1f applicable) Product News:
http://www.law- enforcement.com/

Justlce“Informatlen_Technology_Network: httpf//www;nieetc,ofg/_ __

Security Groups and Crganizations:
http://www.alw.nih.gov/security/security—-groups.html

NASA Security Homepage:
nttp://nasirc.nasa.gov/rthomas/homepg.html

Scotti School WWW Homepage: http://www.ssdd.com/ss¢schdd7.html

'Code 7 Cafe, Firearms Tnformation:
-1http://www.av;qnet;com/fharv/indexyhtm;

'.35;. Publlcatlons Addresses
'éepattmeet of.Defense Publlcations E.web7 th esd mll/corres htm ;titt
.53J01nt Staff Publlcatlons www dtlc mll/jcs/people html t: | pil
';?Navy Dlrectlves i_www dodssp daps m;i/usndlrs htm I
."tfusmc doctrlne-f 138 156 107 3/docd1v/

;QFBI publlcatlon.. Terrorlsm in the Unlted States

:f_www state gov/global/terrorlsm/1997Report/19971ndex html -

Proarame aﬁd Resources :
'Phy51ca1 Securlty Equipment'Action Group: www,csc.com/pseag
Force Protection Equipment Demonstration: www.csc.com/fped

__MARCORSYSCOM homepage | WWW.marcorsyscom.usmc.mil

'ﬁ?ff Other Relatee Llnks e:
:stederal Web Locator www law v1ll edu/fed agency/fedwebloc html

HS fMllltary Internet sxtes -.www dth mll/




Joint Lessons Learned: -
www.jwfc.js.mil/pages/jcllbull/antiter.htm

Congressional Action: http://thomas.loc.gov/
Marine Corps Homepage: www.usmc.mil

Navy Homepage: www.navy.mil

Airforce Homepage: www.af.mil

Army Homepage: www.army.mil

Army National Guard, Weapcns of Mass Destruction:

www.ngb.dtic.mil

Marine Cd;ps Concepts Divigion: _
- httpé//lSBJlSG.107.3/concepts/hqme.html
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Chemical Biblogicai Incident Response Force (CBIRF.) Homepage:

o www.cbhbirf.usme.mil
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Letter And Package Bomb Recogn;tlon Checklist

The followzng information is useful in detecting the presence of

letter or package bombs sent through US and international mails. .
" Letters and packages exhloltlng the characteristics below should

be considered as potential Improvised Explosive Devices (IEDs).

WEIGHT
————————— weight unevenly distributed
————————— heavier than usual for its size
————————— heavier than usual for its postal class
STAMPS _
--——=---- more than enough postage .
POSTMARK '
T T forelgn from-an unusual C1ty
. THICKNESS R e : .
'-{-;mﬂ——fff;- for medlum size envelopes, the thlckness of. a small o
.. book- R =
S m=siedelinot uniform or has bulges : o
Lt H——-for large envelopes, bulklness, an . 1ncn or more
_;;m'WRITING . s : o
“affffff—:ﬁé'forelgn wrltlng style

- misspelled words | e ' o
 marked “alr mail,” “reglstered “ “certlfled Tor
spec1al dellvery certlfled “ior? Spec1al dellvery”

';jfE:%%mfe—'marked “personal 7'“priVate,”'or “eyes:only g
sonieio s confddentdalzon o L o TR T
---—=.no return address S -
e e bt poorly typed or: handwrltten address,_
e e —== hand printed i
R -- ‘title for the rec1p1ent 1ncorrect S i
-r4~4¥—%~~+'addressed to a high- ranklng recipient by name or tltle;”V
ENVELOPE _ : i
'—wuf——jw— peculiar odor
—=——=------ 0il stains :
—=—==-=—-— inner sealed enclosure
| T==To---- excessive sealing material
L mmmerm—e— yire, .string, or f01l stlcklng out. of package
~———==—==iink stalns R : :
. RIGIDITTY S
S it sprlnglness L S RS
ittt S greater than normal partlcularly along 1ts center

“length

-_zﬁNéiosURE.(sff
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- MISSION ESSENTIAL VULNERABLE ASSETS (MEVA)

1. General. This enclosure identifies some potential MEVAs, and__
provides one manher a commander may use to preliminarily 1dent1fy'“
MEVAs at the installation. It’s use is not reguired. :

2. MEVA. The commander bears responsibility for determining the
criticality of the site/installation’s assets to successfully '
accomplish its mission, even if the threat inflicts casualties
and destroys or damages assets. MEVA may include:

2. command headquarters
b. computer center
C. arms room
d. communications center
e. motor pool

L. aviation complex

'-g. any item(s) that will have an impact on the swte/
1nstallatlon commander’s mission.

3. Securltv Priorities. By combining physical securlty system
'components into an integrated protection system (a “system of
systems”), it is possible to achieve appropriate levels of

protection for installaticn defense. Such systems cdn be G
prohibitively expensive if applied to each of the installation’ S'“f'“’
facilities. Since resources are seidom unlimited, the Commarnder -

must establish physical security protection priorities based upon

the MEVA. The levels of pricrities of protection include:

a. Level A: Assets, the loss, theft, destruction, or misuse
of which will result in great harm to the strategic capability.

b. Level B Assets, the loss, theft, destructiocn, or misuse
of Wthh will result in grave harm the operatlonal capablllLles

: C. nggi_g_ Assets,'the loss, theLt destruction, or misuse:fifff:
of whlch could lmpact upen the . tactlca1 capabilities. PR

ENCLOSURE (6)
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d. Level D: Asséts, the loss, theft destruction or misuse of
which could compromise the defense infrastructure.

4. Sensitive Eguipment. The commander should use all of the
physical security expertise available. This expertise
complements the technical knowledge in other staff areas.
Sensitive equipment and/or complexes may require differing
degrees and types of protection depending on the physical
characteristics of each location, surrounding environment, and
valnerability to security hazards. '

S }-EQCLOSUREfiﬁl;f
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7. Medical; ' )
a. Location
b. Size
¢. Capacities
d. Security and date of last rehearsal
e. Reaction time to mass trauma and last rehearsal

£. Special assets (helicopter pad, vehicles, airfields,
medical treatment)

8. Communications/Power Systems.
a. Main terminals/substations
b. Layout of complete grid system (electrical and phOne)
c. Grid system central points/communications cOntr@i;égipts
_d._ Special capabilities (tract, tapf isolate) |
9__.Muni¢ipai Emergeﬁcy Plans. |
a.:-Fuﬁction of each'o;ganization
b;.'Ldgation of crisis aétion commarnd post
c. Chain of command
d. Last rehearsal of emergency plans
10. Photos.
a. DRerial (N,S,E,W, and direct overhead)

b. Ground pheto facing out to surrounding area

. c. Ground photo facing into facility

¥ cd. Detexmlne location of "unfriendly"” government bulldlngs,
comme;c1al/5001al actlon/polltlcal organlzatlon, and areas of know
unresi‘ s Lt i :

EN?LOsﬁRE (7)
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11. History of activity as it effects the‘current-government (if
OCONUS) .

12. _.Potential of negative activity against current government (i1f
QCONUS) .

13, List of all agencies, officials, and government with any
degree of responsibility and authority.

14. List of any commercial corporations or private citizens who
have significant "power behind the throne"” influence.

15. Identify staging areas for emergency reaction teams.




“'ﬂEffect and. Recoqnlzabllltv Factors._ The: CARVER selection

tfffactors assist in selectlng ‘the pest _
-}jfattack As the factors are con31dered they are glven a numerlcal

..'ﬁtftarget' The values are then placed 1n a decrslon matrlx After;f

' 'be attacked within the lrmlts of the statement of requlrementsff{
7;jand commander#salntent,ﬂ-- L R ‘ ' : o -

ForO3300:1
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CARVER Target Analysis Tool

1. General. The following is an explanatron of theé CARVER .
targeting process. This process is used by US ‘Special Operatlons'”
Forces ({SOF) in targeting adversary's installations. For that
reason it is included as a tool to evaluate US installations from
an adversarial point of view. Its use is not required. '

2. Target Analysis Process. This enclosure explains CARVER,
which is a SOF term. CARVER is used by Army Special Operations
{ARSCF) persconnel, Security. Informatlon Offlcers,_and operational
personnel tnroughout the ARSOF targetlng and mission plannlng :
process to assess mission, validity, and requirements. It is also S
-,used in technical appreciation and target analysis. This" b
_enciosure prov1des a step by step example of how to use CAQVER

”3 Crltlcalltv, Acce851bllltv,.Recuoerabllltv, Vulnetabllltv,

rgets or components to

CARVER values for, each target or: component are a851gned the sum -
of the values 1nd1cate ‘the- hlghest value target or: component tos

Crltlcallty means target value Thls 1s the

Critl almtv3”

ﬁadestructlon or damaoe has a smgnlflcant 1mpact on- mzlltary,..nﬁ*
. polltlcal %or economlc operations ‘Targets w1th1n ‘2 system must
be considered in- relation'to" other elements of the target system
The value of- a target wrll change as the srtuatlon develops, i
requiring the use of time- sensitive methods to respond to _
changing’ situations. For example, when one has few locomotives,
railroad bridging may be less critical as targets; however, .y
safeguarding brrdges may e crltlcal to maneuvering conventional
- forces that: requlre ‘use of. such brldges Criticality depends on "7 &
”several factors oy : R o

I (1}.T.me How rapldly wzll the lmpact of the target
'*_gattack affect operatrons9: . S Sk
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_No s1gmﬁcan£ effect SRS

-fff;ean reach ‘the: target w1th suff1c1ent personnel and’ equlpment to’¥
--accompllsh 1ts mission. A target can-be acce551ble even : 1f 1t i

. assessment entails’ 1dentlfy1ng and - studylng critical paths that“
.. the operatlonal element must: take to ‘achieve: 1ts objectlves, and
'7ﬁmeasur1na those thlngs that ald or 1mpede access. “The - adversary _
~“must not only be able to reach ‘the. target but must also remain Jyﬁ":”
‘there for .an extended per&od The four basic steps identifying =

: Facce851blllty are: - C o '

For0:3300.1.
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serv1ce ‘will be curtailed.by target damage?

(3) Surrogates: -What will be themeﬁiéct'on_theneqtpu?;'e;]f

prbdudtion,.and servzce7

(4}_Relativity: ‘How many targets are there? What .are
their positions? How is their relative value determined? What

will be effected in the system or complex “stream”?
Table 1 shows how criticality values are assigned on CARVER

matrixes.

Table 1. Assigning cr_it_i' c'a':_Li'_tyf Values.

_ Immediate halt in output produchon or servxce target cannot functlon - 9-10
o withoutit . : SR DU O
~ 1 Halt within I day, or 66% curtaﬁment in output productlon orservices. | . 78
" | Halt within ] week, or 33% Curtailment in output, production, or services | - 56 - .
i =Halt within 10 days; or IO% curtalhnent in. output productlon or: semces o B
ER R Rt ~.-27*~a1é2-

(1) A,target is acce851ble when an operatlonal element

HVrequlres"the ‘assistance of. knowledgeable insiders. This.

.. . (b) Movement frem'the p@iﬁt-pfﬁeﬁtzyItO_the target or.

(c) Movement to the target’s critical element.

(2) Quality: What percentage of output production or o

aﬁaf Inflltratlon from the staglng base to the target'~aﬁ5




. sheuld ‘measure the time it would take for:ithe action. element to

”ﬁ':way
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id) Exfiltration.

(2) Pactors cons;dered when . evaluatlng accesszblllty
include, but are not ilmlted to:

{a) Active and passive early warning systems.

(b} Swimmer detection devices.

{(c} Air defense.capabilities within tﬂe target area.
(d) Road and rail transportation systems,

{e) Type of terrain and its use.

'{fifcoﬁeé;iﬁen£ and cover. .

(gl Populatlon den81ty :

(h) Other natural or synthetlc obstacles/barrlers

(ij-Current and cllmatlc weather condltlons

(3) The analy31s along each crltlcal patb to. the target'

 bypass, neutrallze, or penetrate barrlers and obstacles along th

— '3(4) Acces51blllty 1s measured 1n terms of relatlve ease
RS o} ol dlfflculty of movement for the’ operatlonal element and the
- :1ikelihood of- detectlon “The use of standoff weapons should
jalways be con51dered ln such evaluatlons '

Taple 2; £3$1gQ;ng:Accessibility Values,

IR ~CRITERA T SCALE
Easﬂy acce551bie standoff weapons can be employed 910
Inside a perimeter fence but outdoors - L N 7-8
. | Inside a building but on ground floor - o ' ' 546 |
| Inside a building but on second ﬂoor orin basement chmbmg or . 34
| lowering required - S i - e e R
R }Not accessﬂ)le or macesmble w1thout extreme dxfﬁculty I R )

- ENCLOSURE  (8)
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~ .¢. Recuperability. A target's recuperability is measured in
time; that is, how long will it take to replace, repair, or
bypass :the destruction of, or-:damage: to ‘the-target? - :
HRecuperablllty varies with the sources and type of targeted
components and the availability of spare parts Factors which
should be considered when assessing recuperability include, but
are not limited to, the availability of:

(1) On-hand eguipment such as railrcad cranes, dry docks,
and cannibalization.

{2) Restoration and substitution through redundancies.
Cn hand spares. '

e ~(3) Equlvalent equlpment sets that backup critical
~equipment or components, and the effects of “economic ‘embargoes

_and labor unrest

t,Table 3 Asszgnlng Recuperablllty Values

- Replacement, repair or substitution requires 1 month or more

[ Replacement, tepair or substitution requires 1 week to 1 month .~
| Replacement, Tepair or substitution requires 72 hours to Tweek .
.| Replacement, repair or substitution requires 24 to 72 hours S
i Same day replacement repalr or. subsntuuon B

:EVulherablllty

o _ :3(1) A target is’ vulnerable 1f the adversary has the meanSg
Cand. expertlse to suocessfully attack the target <When S
_adetermlnlng the vulnerability of a target, the scale of the
critical component needs to be compared w1th the capablllty of _
the attacking element to destroy or damage it. In generaa, the = .-
-attacklng element may tend to: L _ . e Tl

-_igg}_Choose spec1al“oomponents-
.im;(b)-DO permanent damage

"T;{ongrevent or 1nhlblt cannlballzatlon.yr'”"”

-;c-.quy_=7<ff@Y§Max1m;ze:ef+E¢tsfthrOu§h;the use of onsite
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'7(2) Spec1flcally, vuinerablllty depends on
TKa) The nature and constructlon of the target”.””
{b) The amount*of“damage*recuired-'
(cj The assets avallable,_for example, personnel..

; expertlse, motlvatlon,_weapons, exp1031ves, and equlpment Table
4 shows how vulnerablllty values are assxgned on- CARVER matLlCES

.uﬁeTable 4

ASSlGnlng vulnerablllty values

:c'harges of .S_pdunds or less
Vulnerable to hght an‘u—

. ffrelated”to -
?Thmagqltude '

__.'imay result once the: selected target component 1s attacked G
”ﬂ_”Tradltlonallyr_“ ”s_element_has_addressed the. effect on the. local;
'}populatlon, ‘but now there are broader’ con51derat10ns Effect 1s

equently neutral atgthe tactical adversarlal levei ' For

'rnlng system ‘may’ be to openll
that lS cf}suff1c1ent size ¢nd_daretlon_to -
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. ["Moderately positive effects; no 51gmficant nega‘ﬂve effects -

“Fox0 3300 1

(3) Unemployment

(4): Reprlsals agalnst the c1v111an populace
(5) _Coll___at-t_f;:__;gl_-:_Sdamage_ _to .Qi__:her --‘;_arge-ts. |

Table 5. Assigning effect .va_lu_es..__

CRITERIA 'SCAL‘E -

chrwhelmmgly posmve effects; no 51gmﬁcant negative effects 9 10

‘No significant effects, neutral

- "Moderately negative effects; few 51gmﬁcant posztwe effects

"'Ovemhehmngly- negat_we effects no significant: pos.mve_..e.ﬁfects

| distance: it requires little or not & T
=

| The target is easily recogmzable at small arms rance and requzres a small
o amount of trammv for recogmtlon ; - L




'ﬂf;hlghest totals flrst

'a;defeat ‘options.: “With the: matrix they can discuss th

. For0 3300.
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4. 'CarvertMatrix

a. These CARVER factors and their assrgned vaiues are used
to construct a CARVER matrix. For the adversary this is a tooi]
for rating the deszrablllty of potential targets and wrsely '
allocatrng attack resources. For the installation commander, if
is a tool to counter the adversary. :

b. To construct the matrix, list the adversary's potential
targets in the left column. For strategic level analysis, list
the installation's systems or subsystems {electric power . supply
rail system). For tactical level analysis, list the complexes 0
components of the subsystems or complexes selected by your
Mission Essential’ Vulnerable Asset (MEVAY)" analy51s (Flgure 1
~ shows a sample matrlx for a bulk electrlc power. . supply facrllty

.. c. As each potentlal target is evaluated for eac' CARV&R
ractor,jenter the" appropriate . targets ‘that have been eval
add the values for ‘each potential- target The - sums represent th
relatlve de51rablllty of each potential target; thrs constitute

a prlorltlzed list.of targets Attack those targets wrth_the

._'-*d;f If addltlonal men and/or munltlons are avallable,“
- allocate these resources: to the: ‘remaining: potentlai”targets in
.tdescendlng numerical order: This allocation scheme will maximi
. the use of limited- resources ‘Planhers: can use the CAR}
tod present the 1nstaliatlon s staff: W1th a varlety of 'dversary

~fsand weaknesses of each COA aaalnst the 1nstallatlon S,tar
._faClllty ' s R : -

= POTENTIAIJE&RGETS C-17A R - E
§ Fueltanks i 8 49 | .3 |8 5

| Fuel pumps 8 6 2 |10 5

| Boilers 6 2 104 4| 5
Turbines 8 6 | 10 47 5

| ENCLOSURE (8)
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SAMPLE VULNERABILITY ASSESSMENT FORMAT

1. This enclosure contains a sample format that can be used to

perform vulnerablitilty assessments. The purpose of a
vulnerability assessment is to aid commanders in identifying the

following:

a. Weaknesses in physical security plans, programs and
structures.

b. inefficiencies and diminishing effectiveness in personnel
practices and procedures relating to security, incident control,
incident response and incident resolution including, but not
Climited to, law enforcement and security, intelligence, command,

communications, medical and public affairs.

¢. Enhancements in operational procedures during times of
reace, mobilization, crisis and war-.

_ d. Resource requlrements necessary to meet DoD, Service and j_q;_
local securlty reculrements S

2. Vulnerability assessments are continuous, based on the
'operatlonal tempo and local threat level. Commanders may also

joverSLght purposes

ENCLOSURE (9) =~
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VULNERABILITY ASSESSMENT FORMAT
Classification

letter hééd/addréss

FORCE PROTECTION VULNERABILITY ASSESSMENT

Reported By: ' File Number:
Periocd of Report: Date of Report:

Matters Investigated: Force Protection Vulnerability Assessment
of : :

-Status: _(O?en/closed/ﬁeferrgd for Information}

signature:

Distribution:

'Speéigl;ﬁandling Requiréd: (if applicable)
_Property of:
:élaSsified'By:

Reason:
Declassify On:

._Cléésificétion  :




. OCONUS)
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1. EXECUTIVE SUMMARY:

— Reascn for assessment; i.e. annual, command directed.

2. MISSION STATEMENT:
- Installation/facility/unit mission/purpose.
3. ASSIGHNED THREAT LEVEL:
- Current assigned threat level.
4., THREAT ASSESSMENT:
a. Terroriét'Threét:
- Is.there state sﬁéns&red terrorism?

- I3 there a transitionzl terrorist Lhreat9
- Are there rndlgenous Lerrorlst/d1551dent groups in’

area? .
b. Thlrd Country Natlonal

Is there a non 1nd1genous personnel threat° {for

OCONUS)
C;. Foreign Intelllgence Serv1ce Threat :
- What 1s the host country 1ntelllgence threat°' {(for

e Wnat is the threat country lntelllgence rhreatﬂ e
~ Is therfe an intelligence threat posed by members of a: =i . .

coalltlon/allled forces°
d. Criminal Threat:

- What is the local history of criminal activity?
— What is the status of local gang activity?

b. GEWERAL GEOGRAPHIC AWD DEMOGRAPhKC SETTING:

.a. Installatlon/FaC1llty Locatlon

Lo Where 1s the 1nstallatlon/fac111ty° o
“ii=-What are_the basrc topographlc features in and aroundr' 
“the lnstallatlon7_ O S R

ENCLOSURE (8)




-_external to the installation.
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- What are the basic socioclogical and demographic
conditions around the installation?

b. Access to Target Area:

- What are the land routes intec the installation?
- What are the underground routes into the installation?
- Is the installation accessible by air?

6. EXTERNAL SECURITY:
s. Law Enforcement and Security Environment:

. - Which governmental departments, agencies and
_organizations have. law enforcement responsibilities, o
investigative responsrbllltles and prosecutorlal responsrbllltles
-eXLernal to the installation. - :

. - Which state/local departments, agenc1es and
-organlzatlons ‘have law enforcement. responsibilities, _
investigative respon51blllt1es and prosecutorial IeSpOHSlbrlltlES:

. - Is ‘there a history of securlty problems or law
. enforcement problems in and around the 1nstallatlon°

b. Perlmeter Securlty and Entry Control

' o= What types of barrlers, penetratlons,_penetratlon
survelllance and control systems, locks intrusion detectlon

fjsystems, ‘and: securlty lighting: systems are used?
' e Who is respon81b1e for selectlon, operatlon,

:fimalntenance,_and replacement of each perlmeter securlty
*ﬁcomponent°',;_g_ : - TS R A

c. Security Personnel and Perimeter Guarde:

- Who mans perimeter penetration control systems? What
are their specific duties and responsibilities? Who 1is
responsible for oversight, training and- discipline of the guard
forqe?
: - Are gate guards and securlty personhel armed? If so, s
ﬁ'have they. been trained? To what standards? How often? Assessed e
,r;and certlfled by. whom° :Is Deadly Force au*’horlzed'> Have . L

'ﬁpersopnel been tralned in the" use of Deadly Force°

Internal Securlty

'“JfENCLOSURE (9)




fkcforce°

'Vuhave they béen tra1ned° To.what standards? How often?. Assessed

- ftjpersonnel been tralned in the use of Deadly Force’>

-eX erlOI and J,nterlor work Spaces'D What waS the methOd Of

farea wrthln each structure exist?’
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a. Law Enforcement and Securlty Envrronment

. —'Whlch governmental departments, agencres and.
organlzatlons ‘have law enforcement responsrbllltles, T
investigative résponsibilities and prosecutorlal responsrollltles?ﬂ*
on the installation. . . S
- Is there a hlstory of securlty problems or law
enforcement problems in and around the 1nstallatlon?

b. Perlmeter Securlty and Entry Control

- What ‘types ‘of ‘barriers, penetratzons, penetration
‘surveillance and control systems, locks intrusion detectlon
systems, and - securlty ‘1ighting systems are.used?’ ' R

- Who is responsible for selection, operation,
:malntenance, and replacement of each perlmeter securlty
Componentﬁ : i - . i ; : ERE .

'”rc,' Securlty Personnel and Perlmeter Guards
f;— Who mans perlmeter penetratron control systems?- Whatx

'}fare thelr specific dutiés and respon31blllt1es7 Who is
';responsrble for overszght tralnlng and dlsc1pllne of the guardfg

'"—rAre gate guards and securlty personnel armed’p If so,st

:ﬁand certlfred by whom?:: Is Deadly Force. authorized?. Have L

s INTLRIOR_OF BUZLDINGS AND FACILITIES

' ”;f— What materlals were used in constructlon of bulldlncs

.constructlon° Do plans Ffor ‘each structure or 81gn1flcant worklngfr

-fm-How many penetrations between the exterlor and 1nterlor
"ex1st°' How are’ windows, .doors and utility connection

- penetratlons constructed? ‘How is access to the lnterlor ‘of the

”ffﬁrun under th'ﬁbulldlng, but do not afford access. to the 1nterlo

burldlng monltored and’ controlled°'

i Areithere” any: obscure bulidlng ‘exterior penetratlons such:
5'as s;de walk elevators storm sewers. or. utlllty tunneis° “Are ﬁ_.
1s,: condults, pedestrlan orvehicle: passages whrch

| Encrosure (9
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_9. FACILITY/OFFICE OPERATIONS ANB ACCESS CONTROL

: —-Descrlbe normal fac111ty operatlons Ain- terms of work hours, 'jf
employee 1dent1f1catlon, access controi procedures in use, cect i
U Where do vehicles park? How is .dccess to- parklng B
facilities controlled?
-~ How are keys te the fac1llty and secure areas wrthln the
facility controlled?
- How are mail and other small package shlpments processed

into and out of the installation/faciltiy?
- How is the installation/facility alarmed to warn personnel
of natural dlsaster, flre, bomb threat or other emergency°

'110; CONTRACTOR VENDOR AND VISITOR CONTROL

e How are contractors, vendors and other vrsrtors ;dentlfled L

' .granted. access ‘and controlled once they enter the 1nstallatlon orfffi

o facility? o
Rt Whar measures are followed to ensure the securlty of

7 facilities after ail contractors, vendors and other v151tors havefid"

lifjdeparted°

11 LOGIST IC SUPPORT Do

'”-Tf;avallable° :er

i “*t:QAre the ratlons stored in.a. secure'locatlon°i7$"s
"fTransported Toyat locally procured° By whom° Are emergency ratlon

Rt Potable/nonwpotable°_f' o M ot =
Cociis o= 'What'ls the storage: locatlon7 Underground or above-f
'Wground° Transported or locally procured° CAre: emergency ratlons-
.au;fau,ILanle’> R i T :

'crt UtllltleS‘

LT What lS the 1nsLallatlon/fac1llty power source7'
'&*_f What lS the securlty protectlon provzded for the maln
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- Idéntify primary, alternate, secure and non-secure
communications available. :

e. Emergency Services:
- Is police, fire, hospital support available?
- What is each response time?
— How are they contacted?

12. OTHER OBERVATIONS AND RECOMMENDATIONS:

- Unique mission requirements.
- Waivers and exceptions.
~. Unusual cbservatiohs or repeat observations,

13, EXHIBITS:

& Map$, photographé}_diagrams, etc.

ENCLOSURE (9)
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FORMAL ANTITERRORZSM TRAIWING
1. General The best deterrent agalnst terrorlsm is. alert, well
trained’ personnel "To achieve the requlred level GF training, a
thorough: program .has been designed to"ensure personnel are :

capable of protecting themselves and are ‘capable or continuing to
perform thelr dutles whlle counterlng a terrorlst threat.

2. Tralning
a. Level I Training

S EO N Level I AT/FP" tralnlng w1ll be conducted for all
__.mllltary and c1v1llan personnel should- Threat Levels fisg: above
.:_Threat_Level “LOW”'Wlthln the contlnental Unlred States (CONUS)
u'or rt’s terrltorles“ i : Sl R T

RO E LLevel I AT/FP tralnlng wrll'be ;onducted by a. ievel
PR quallfled instructor: within six months'prlor to OCONUS travel
_;permanent.change of statlon {PC8),or: temporary
{TAD) .7 : X w1ll be documented ln_;;'

i Marlne Corpz : urde 02 lOb Terrorlsm
TAwareness for Marini provrdes basrc knowledge for combatlng
ism’ for the 1nd1v1dual Marlne _gr_r S

_._...;_;-or MARFORRES (G -3 Tralnlng} e

(l) Course 'fﬂAntlterrorlsm Instructor Qua1lf1catlon
-*”'fCourse {2 'weeks) : i
Locatlon:'fU S. Army, John F. Kennedy Specral Warfare i
-3,;1Q;ih_ﬁ"ﬂCenter B v Bragg,_North Carollna o :
© ‘Scope: . Designed to train already well- qualrfred
"3””"-“-'-1ns*ructors in antiterrorism measures.,gwdf

"5TS, dents_are'requlred to prepare and .

Sl _ dﬁ,awareness and avordance,
'”g*and hostage survrval methods R

ENCLOSURE (10}
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(2) Course Terrorlsm Countera0ulon on Mllltary
- ;QInstallatlons (1 week) o
Location;_jUS Army Mllltary Pollce School Ft
. .ﬁu.;'_' ”Leonard Wood Mlssourl  _ . _
““Scope: . ‘Designed for ‘personnel serving in, er
: . .assigned Lo security staff positions
stupportlng combatlng terrorlsm efforts. ...
It teaches Marines proactive ‘and reactive
methods” for developing a systematic
approach to effectively counter the
terrorist threat aboard bases and

statlons

' HWKSj@Cou;sei;g_.Ind1v1dual Terrorlsm Awareness Course (1
AE LR '”'”"gweek)g;~ -
;o US Army, John E Kennedy Spec1al Warfare
UCenter Ft. Bragg,:Noth Carolina .. = =
'”}De51gned for personnel who are: scheduied ¥
, ﬁfor overseas a551gnments rto: a moderate ora
" higher threat area, to include . i
'fdeployments_ It prov1des 1nformatlon on'
ctim 'dance,-and those.- countex—-?“'
ﬁmeasures lesigned: to reduce ‘the rlsk of
'W:terrozlst attack in. a hlgh threat

;funderstandlng_of theftheory,ﬁpsychoiogy,
:organlzatlon,'technlques and’ operational.

. capability of terrorist groups. on -an
'~1nternatlona1 and reglonal basis.

 (5)fQ¢ur$e}ﬂ:]1ngh Rlsk Personnel (HRP) COurSe (5 days) = i
-Q'Edéaticn:f}Weapons Training Battallon, Meence, L
S guantico, Vlrglnla L
VfDeszgned to}traln personnel in spec;al
i _hg t”:hnlques that may be- requlred.
. ] 3. Thls ‘course is:
”restrlctedft gpersonnel desmgnated to fll

'verseas hlg frlsK blllets




ujcarrler to aveoid such areas: should cite 57 Comp..

- For0 3300.
20 Jul 00

TRAVEL SECURITY POLICY

The worldwide presence of the Marine Corps increases its
vulnerability to acts of terrorism. To establish cousrstency
“withinDoD, “the following standard guidance has been’ developed
for use by all DoD components:

a. When official business requires travel to, or through,
DoD-designated high or potential physical threat countries, DoD
personnel and their dependents shall travel by military air or
Air Mobility Command (AMC) charter whenever possible.  The
military services shall identify international airlift -
reguirements to AMC. "AMC is tasked to support those” réguirements
with priority of support-for travel ‘to high physrcal threat
‘countries. Theater commanders shall also 1dent1fy 1ntra theater
alrlife requlrements to. AMC through thelr Arr Force: serv1ce

components

bl Members of the Uniformed Services -and DoD- crvrllan
employees are ‘authorized to useé foreign flag airlinas” and/or
indirect routings to av01d DoD-designated high or potentral
“physical threat countrles Transportatlon officers: whoharrange
“travel -through an indirect routing or on‘a forelgn fla aitr

u5522 as . the’ justlflcatlon for using:a forelgn flag carr: Tne

“‘use of that citation must be documented in each case ‘an
to each travel voucher.  That citation is-not authorrtyg o
.disregard totally the requrrement in the Joint Federagl: Travel
-;Regulatlons (JFTR) , volume I paragraph U3125C; and the_JFTR
. volume ‘2, paragraph C2204 2, “to use U.S. air carriers where

favallable ‘Travelers hereby authorized to -avoid specrrllfareas
‘must disembark at the nearest 1nterchange from point iof - crigin
and’ centlnue the journey on Amerlcan flag carrier servrce Q

C. Blanket approval and reimbursement for the use: of regulaf
fee passports is not authorized. The passport policy. for DeD
personnel and their family members traveling on efflcral orders
to and or from countries with no identified threat remains
unchanged. DoD personnel shall.travel on no fee official:
passports or on cofficial orders with ID cards as requlred by th
gcountry VlSlted Command sponsored family members shall contin
.. to use the no-fee regular passports with an official: endorsement
_ﬁDoD personnel and their families travellng on official’ orders

“to:or from. hlgh or: potentlal phy51cal threat ceuntrles_b e
fcommerc&al alr are authorlzed but not requlred to obta n-and
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use the regular-fee passport for security réasons. Travelers
electing to exercise that option are responsible for obtaining
the regular fee passport and all required visas. Reimbursement
- for passports and visas obtained under thosée conditions is
authorized by the JFTR; and payment 'shall be made-on: submission
of appropriate documentation.  5Some countries have strict rules
as to type of passport or visa required for entry. Information
on the restrictions on the use of regular-fee passports can be
obtained from local personnel offices before travel. Individuals
traveling solely by military air or AMC charter shall not be
reimbursed for regular-fee passports, unless U.S. Government
transportation became available on short-notice (i.e., after
‘commercial travel arrangements had been made and- passport
tpurchased), or priority of travel was. sufficiently high to

.reguire backup travel arrangements. Payment for regular fee

.'fospassports will ‘not be: relmbursed when -said passports are used for”f::'

personal travel

b ;ﬂfd Commerc1al alrllne tickets shall not be annotated to show"kp];
'f-any atflllatlon of the traveler to ‘the ‘U.S,. Government SR

Travee 1t1nerar1es of hlgh rlsk personnel (to include

'f}general officers or civilian equivalents) will be marked "FOR = - =
QFFRICIALY UsSE: ONLY“ at ‘minimum . when their. travel takes them to, or_”g:t

::esfthrough de51gnated hlgh phy51ca1 threat countrles
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(3} Terrorism threat assessments, conducted annually or
as required, ‘shall-be the basis:and justification for - -
recommendations on AT/FP enhancements, program/budget requests,
and the establlshment of spec1f1c unlt {installation) THREATCON - =~
measures. : : : T T

b. VAs will identify key assets and infrastructures located
abodrd and adjacent to the installation. VAs must address the
impact of temporary or permanent loss of key assets or. :
infrastructures to the unit’s (installation’s) ability %o perform
its mission. Commanders must identify those unit assets likely
to become terrorist targets, paying particular attention to
Mission Essential Vulnerable Areas (MEVAS) {(see enclosures (6)

through (8)).

S el At a minimum, assessments should address the functlonal
areas.of 1ntelllgence/counterlntelllgence, law enforcement (if

applicable) and operations, physical security, civil, electrical- e

_and 'structural engineering, ‘infrastructure, weapons effect

3m1tlgatlon,-force ‘protection plans and programs, and host natlon ft“

support (for OCONUS lnstallatrons) and local communlty support

' fﬁ_(for CONUS 1nstallatlons)

e 'd. Pre deployment AT/FP VAS must be conducted for all unlts
o prlor to movement - These. assessments will. form thebasis for
counit AT/FP plans as ‘well as approprlate force protectlon measures
]:to reduce rlsk and vulnerablllty e ST i

B :e;: Whlle the assessment of the terrorast threat isa command
_ffunctlon,.the Naval . Crlmlnal Investlgatlve Service: {NCIS) L
._pmalntalns'a WOfld“Wlde structure which provmdes criminal e
-flnvestlgatlve and counterlntelllgence/antlterrorlsm support to.F;
‘Maririe Corps: commands, except those combat related S

”'counterzntell;gence matters within the functional respons;blllty:f-ﬁ;
of the Marine Corps. . To: fulfill ‘this responsibility, NCIS has .- .70

establlshed the Navy Antiterrorism Alert Center (NAVATAC), which
processes real time information and operates on a 24-hour basis.
The NAVATAC prov1des the follow1ng support to Marine Corps
commands - : L _

1) Vavv Antlterrorlst Alert Center Summarv (ATACSUM)

SRR SO RN {a) The ATACSUM is sent to all Marlne Corps

;etlnstallatlons and major commands 6 days a: week (excludlng“g:-'
”-SaturdaYS)*~u;. i L T : e et

”*:ENCLOSURE (12)




“-.relatlng tor combatlng terrorlsm, “including: mltlgatlon,.

:T]eldentlfy vulnerabilities that may ‘be. exploited: by threat ‘groups
and . recommend . optlons to.reduce or. eliminate those-;. '

df;;used

U Officer. sJoint: Task Force .34 (J<34), 'MARFORRES: Counter-
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TERRORTST THREAT AND VULBERABILITY ASSESSMWNTS

1. General All MARFORRES sites w1ll at a minimum, take the
following measures to determine the terrorist threat to the siter

a. Conduct a quarterly terrorism threat brief. This brief
may be conducted by a qualified AT/FP Officers. Units will
obtain this brief annually from the appropriate NCIS Field Office
Counterinteélligence Agent listed in enclosure (1).

b. Annmuzlly obtain and review the installation threat
assessment prepared by NCIS Antil Terrorism Alert Center
.{NCIS ATAC) .

. Make and maintain liaison with the base securlty offlcerff"?”
or ‘local’ iaw enforcement agen01es regardlng local terrorist R
'threats ' . R TN _ L g

2. VulnerabilitzmAssessments

'a,3'Vulnerability AsseSSmeﬁts (VAS) will be'condueted at
leastvannually. - VAs will focus on those elements: dzre_tly

“preparedness,: faC111t1es, reésponse and recovery. - Assessments

evulnerabllltles Two methods of vulnerablllty assessment W1ll be

: and references (a) through {d). This assessment will be
'forwarded to MARFORRES A/CS G 3 (ATTN. AT/FP Officer).

-(2).Out51de Aqech.Assessment. Units located at sites
owned or leased by Marine Forces Reserve will regquest a VA be
condacted by an outside agency once every three years. This
'assessment may- be conducted in congunctlon with the Commanding
J.Generals Inspectlon.(CGI) 1f wulnerability assessment teams are -
~available. - VAs will be. requested through the MARFORRES AT/FP

i ”1ntelllgence Teams CIT) and the MARFORRES AT/FP Offlce are
g-tralned to conduct VAs SRS ST

. ENCLOSURE ({12)

o {1) Local Assessment Quallfled UAit AT/FP Offlcers w1il_eef“
conduct a VA of the'site annually in accordance with this order '
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S BTt provrdes current operatlonal 1ntelllgence on'T*-'
terrorist and related uriconventional warfare threats to ' Sl
Department of the Navy (DON) personnei and assets, to include
establlshlng the threat levels for specrflc goographrc areas. o
(2) NAVATAC Force Protectlon Summarv The Force
Protection Summary is published weekly and lists countries
designated by DoD as Medium to Critical terrorist threat levels.
Additicnally, when changes to country threat levels occur they-
are puolxshed in the Summary

(3) NAVATAC Warnlnq Reoort

RS (a ) The NAVATAC Warnlno Reoort 13 sent to affected anas
_commands only _ _ T L

R L '-_fb) It provrdes threat spe01f1c 1nformatron on o
j:{zlmpendlng or-likely terrorist act1v1ty, tovinclude” establlshlng,:
-aﬂthe threat levels for specrflc geographzc areas.n_ - :

(4) NAVATAC SDot Remort

T R Y (a) The NAVATAC Spot Report 15 sent to affected
Vﬁ'ucommands only = : g R T i -

S : EReports provrde 1ndlcatlons:and warnlngs of

W lmmlnent terrorlst activity and! adv1se of: act1v1t1es, condltlonsp

Looovtorievents which® could leadﬂ ol near term terrorlst operatlons
'=ﬁgfd1rected agalnst DONF ' oha) : : :

' NAVATAC Threat Assessment

SR '[_'”f”-xa) An assessment lS made for commanders upon reouest

1 Marine:Corps installatione
LD Major tenant commands aboard Marine Corps

e elnstallatlons (Marlne DlVlSlonS, Marlne Alrcraft W1ngs, Force
i Servrce Snpport Groups, etc ) -

”r;Corps unl s deploylng outsrde of the o
Depioy_d units embarked: aboard Navy
Sea w1ll automatl ally recelve a

L
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threat assessment at least 7 to.10 days prlox to commencement GE

'each port call) e e e e
ﬁ'f 4 Marlne Corps unlts that are not tenants aboard a e
"Marine Corps lnstallatlon'(Reserve units, Marine Corps dlstrlcts, :p““

(b) ‘This threat assessment prov1des current :
operational -intelligence on:terrorist and related usconventlonal
warfare threats, for the geographlc area specified, to-include S
the establishment of a threat level for that spec1f1c area.

' {c) Requests to receive thls assessment should be
. submitted in wrltlng ‘through; the’ supporting Naval Criminal :
__:Investlgatlve Service Reszdent Agency (NCISRA) at least 2 weeks
'?“gprlor to the date the assessment is requlred - i

z*;t:{s) NAVATAC Threat Brl@flnq

R S _}fs) Thls brleflng 1s provzded to requestzng commands
'zaprepar%ng for deployment outsade CONUS S :

',1s*conducted by a: NAVATAC representatlve

L iR 'l(') It prov1des un;t personnel w1th an’ overv1ew of
._,m:gtne general terrorl" threat: and: sp601f1cs on’ the' reat dn’ the
' “igeograph;c area wh the_unlt will: deploy Snleld

' "=”_E ”Requests fo_"hls"brleflng_ hould be S bmltted in
LW 1ng through the s ort__g'NCISRA at’ least 1 month prior to
i _the'scheduled brleflng date. Reques'lng commands must fund PR
'.jtravel and perﬂdaem3for.br1ef1ng personnel.._..- R

sy NAVATAC THREAT LEVEL CONSIDERATEONS- The follow;ng .
" factors are con51de*ed by NAVATAC prlor to establlshlng a threat g

:3;1evel

R _'7a(1) Ex1stence A terrorlst group 1s present aSsessed to':
-_be present or able to galn access to a. glven country or: locale.

(2) CaDabllltV The acqulred assessed or demonstrated,
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(4) Hrstory Demonstrated terrorlst actrvrty over tlme

(5) Targetrng Current credrble lnformatlon on actrvrty
1ndlcat1ve of preparatlons for specrfic terrorlst operatlons

(6) Sgcurity environment. The internal policy and
security considerations that impact on the capability of
terrorist elements to implement their intentions.

g. NAVATAC THREAT TFVELS. To establish a threat level, the
NAVATAC assesses which of the following five threat levels
describe the likelihocod of the threat:-

. {1) Critical. Factors of existence, capablllty, and
targetlng must be present ﬂlstory and. 1ntentlons may or may not

-be present

: '-(2)~High)' Factors of exrstence, capsbility,;hisﬁerﬁgtand -
-1ntentlons must be present PRI EE K '~-_ . -%;z?tj

_ o _;(3) Medium. Factors of exrstence, Capablllty,_and
“ﬂhlstory must be present Intentlons may or. may not be present

%-f(4) Low Exrstence and capablllty muSt be present

: "?(5) Neqllqlble ; Exrstence and/or capabrllty may or may
not be present . . : _ . _ - .

S }h)_ Although threat assessments performed by NAVATAC”
,normally provrde the commander wrth sufficient: 1nformat

. make: prudent securlty determlnatlons, such’ ‘assessments’ must HOL

_nbe ‘considered - "stand alcne" documents. Commanders mist’ en ure
threat assessments are kept up to date. The local NCISRA can
ﬂprov1de current antiterrorism information- necessary to RS N
_contlnually assess the terrorist threat
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TERRORIST THREAT CONDITIONS (THREATCON s)
1. THRPATCON. ThHE" dec151on to arrive at’ a partlcular THREATCON ___f'
and associlated securlty measures -shoiild ‘be based on” multlple L
factors, which may include, but are not limited tor
a. The threat
b. Target vulnerability
el :Cfiﬁicality'Of”éssets-f :

_dQEeSecurlty resources avallabillty

-e;.}Operatlonal and moral lmpact of securlty measures_j

fﬁf;ﬁgDamage control and reﬂovery Drocedures

ffﬁ(recrultlng statlons, Mar”ne'Corps Reserve: unlbs,_etc ) should

j~*mod1fy THREATCON measures at ‘each: level to meet their: own unlque
':requlrements and based on’ the assessment of iocal threat
fcondltzons - gt . . Sy _

R b.. Unlts that are tenants w1ll follow the ThREATeON of the
Zj_;host statlon or organlzatlon s

53j74. THREATCONENORMAL A_general threat of posszble terrorlst

stallatioes ex1sts,

ﬂact1v1ty_agaln't personhel_and 1n the nature

o ENCLOSURE (13}
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And extent of whlch are unpredlctable " Circumstances do not S
-'justrfy full: lmplementatlon of THREATCON BRAVO: measures, however,ﬁﬂ'””
it may. be necessary ‘to: 1mplement certaln selected measures from .
'hlgher THREATCONS Thls decision may be based on 1ntelllgence
“received, or the: need- to provide a specific. deterrent. The:.

‘measures. in THREATCON. AL?HA should be.sustainable. for an

1ndefln1te perlod : .

a. Measure 1. Remind all personnel, including-family
members, at regular intervals to:

_ {1} Be susplclous and inguisitive about strangers,
'partlcularly those carryrng sultcases or. other contalners

e '_12} Be alert for unldentlfled Vehlcles on, or in the:_
1_1v1c1n1ty of U S 1nstallarlons, unrts, or- facrlltles.

A (3) Be alert for abandoned parcels,_Sultcasesror'any"
'*Hunusual act1v1ty I N TR YRR SR SN

U SMC recommended, Measure l 1 Troop 1nformatlon program  Brief.
”?all personn’l-“thhe current threat condltlon, and ‘those measure
.ﬁenacted ‘to incredse- securlty Remlnd all guty: personnel to be-f
.espec1ally'alert for susplcrous or unusual actrvrty, strangers,

: "cess to plans for evaluatlng or. seallng off
: ‘e _d[or_areas ln use,-or where ‘an’ exp1051on or attack
G ;[hasnoccurred “available at all times." Keep key personnel who mh.
":]cbe needed to 1mplement securlty plans on call S :

TEﬁBSMC recommended Measure 2 l .Ensure duty personnel have

;q_*knowledge of, and access to emergency plans. (Give specral B
- “attention to. the evaluation of buildings and grounds in use, as_

*-;well as the plans for cordonlng off areas ) : : : S

'”rUSMC recommended Measure 2;2:; Establlsh on. call duty roster. of
: eaVy 'qurpment operators All off duty heavy equrpment :
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units without a provost marshal) prior to leaving their listed
recall address. , - S o

C. Measure 3. Secure buildings, rooms, and storage areas '
not in regular use. - BN T T B IR

d. Measure 4. Increase security spot checks of vehicles and
persons entering installations and nonclassified areas under the
jurisdiction of the U.S. command or agency.

USMC recommended, Measure 4-1: Installation military police (MP)
institute random identification spot checks of passenger and
commercial ‘vehicle occupants entering the base or '

installation, using predetermined criteria for vehicle selection.
if po551bie, delays in trafflc beyoﬁd 8 to 10 mlnutes snould be

av01ded

UsMC reCOmmended Measure 4-2: Installatlon NP ‘with or- w1thout :
~"the assistance of military working dog {(MWD) teams, conduct daily .. .
‘Commanding ‘Officer's. admlnlstratlve vehicle 1nSpectlons at random”]]

*,'tlmes and locatlons

' 1dent1f1catlon card, drlvers license and/or vehlcle 1*eglstratlon:'

.:«'USMC recommended Measure: 4 3 Installatlon MP physzcaliy o
dfmlnspect and verlfy license plates afflxed to vehlcles enterlng
: athe base Br. 1nstallatlon R AR D Sl

dUSMC recommended Measure 4 4 Instailatlon MP check the

:icard of 2ll passenger vehicle and commercial truck drivers, and. -
" the 1dentlf1catlon card of: vehicle occupants and pedestrlans:(tocf
. 1nclude joggers and blcycllsts) S . S Lo o

Measure 5. Limit lnStallathHS access p01nts for

"'vehlcles and personnel, commensurate with a reasonable traffic

flow.

- .. Measure 6. As. a deterrent, apply cone of the followzng
measures from THREATCON BRAVO 1nd1v1dually and randomly:

- {1): Secure and regularly 1ﬁspect bulldlngs and storage-“”"ﬂz”
'areas not in regular use.

L S {2) At the beglnnlng and and. of . each ‘workday and at
._fjfrequent 1ntervals,:1nspect the interior. of bulldlngs ln regular
a use for susp1c10us packages or act1v1ey : . :

ENCLOSURE'(zaj
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(3)~dheck all deliveries to messes, clubs, etc. (Advise
family members to check all home deliveries.) T R

_ (4) As far as resources allow, increase surveillance of
domestic accommodations, schools, messes, clubs, and other "soft..
targets" to improve deterrence and defense, and to build
confidence among staff and family members.

g. Measure 7. Review all plans, orders, personnel details,
and leogistic requlrements related to the introduction of a higher

THREATCON.

USMC recommended, Measure 7-1: ‘Convene the Installation Securlty;.
'Counc1l to- revrew 1nc1dent response plans SR

h. Measure . .As approprlate,'rev1ew and 1mplement secur1ty*7,””
. measures for high- risk personnel, e.qg., direct the use of SRR
'1nconsp1cuous body armor R - R e B

: ii}- Measure 9. As approprrate, consult local authorities_onf_jn_f
the threat and mutuai AT measures AR

3v3USMC recommended Measure 9 1 ‘The™ 1nstallatlon PMO will. notlfy"
*eadjacent pollce jurlsdlctlons of ‘threat conditions in.effect at:
'rthe base or . 1nstallatlon, and contlnte to exchange 1ntelllgence jﬁ

'JUSMC recommended Measure 9 2 The commander and key staff

: Mcontrol issues are agreed upon and exerc1sed between FBI and:
”f}locai or- host natlon agenc1es o : :

S Measure 10.; Spare

-_USMC recommended Measure 10-1: Place barrlers in "ready"” S
5posrtlon near gates. and/or sensitive buildings, where they may be
:requlred to prov1de blocklng, delaylng or channeling actions. f

“UsSMC recommended Measure iD= 2' Establish countersurvelllance 1n-;5f

".;f:_areas llkely to be targeted by hostlle elements

‘7]and more. predlctable_threat of terrorist activity. exists. .The. .

ﬂ#Thls condltlon applles when an. lncreased.ffd*”

THREATCON BRAVO

ftmeasures ln"thls THREATCON must be capable of" belng malntalned”f

”*rENCLOSURE
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for weeks wifhout causing undue hardship, affecting operatlonal
capability, or aggravatang relatlons with local- authorztzes

a. Measure 11]. Repeat measure 1l in paragraph 4a above, and
warn personnel of any other terrcorist form of attack. '

USMC recommended, Measure 11-~1: Unit security managers contlnue
the threat briefing/information/orientation process for all
personnel, with particular emphasis toward reporting suspicicus

incidents and persons.

b. Measure 12. Keep all personnel involved in implementing
antiterrorist. contlngency plans on call.

UsMC recommeaded Measure 12 1: Key staff members contlnue
preparatlon for 1mplement1ng AT Contlngency plans '

”;USMC recommeaded Measure 12~ 2 All members of the CrlSlS R
o management team (CMT) off- -duty military police, prlmary reactlon-?f-'
- platoon personnel and other members..of the crisis ‘management oo

. force'(CMF) report their destlnatlon and expected time of return- .

wotothe MP-desk sergeant or .other de51gnated off1c1al prlor to s
Vleav1no their llsted recall address L . o

g;USMC recommended Measure 12 3 ; As far as.. resources allow,
“assign ac drlver and/or MP tralned in protectlve service . ..
¢ operations to the base. commander, general officers, or.other
’]fﬁdesmgnated personnel w1th szgnlflcant terrorlst target value,

-1t;fUSMC recommended Measure 12~ 4 The provost marshal dlrects-aff
perioedic recall of the specral reactlon team (SRT} ‘if one 1s.

i'ff;Qestablashed

Measure 13. Check plans for 1mplementatlon of the
measures in the next hlgher THREATCON. . .

d. Measure 14. Where possible, move «cars and objects such -
as crates, trash contalners, etc., at least 25 meters from
buildings,’ particularly those bulldlngs of a sensitive or
prestlglous nature. Consider tle application of centralized
parklng e S T e

SRR _ Measure 15 Secure and reguiarly 1nspect all bulldlngs,
._rooms, and stofage areas not 1n use. : e :

ENCLOSURE (13)




" to. check: all home dellverles, and to report all susp1c1ous
*L*USMC recommended Measure 18 3 Military police ‘search all

'~Lidocuments.,

" exchanges, c¢lubs, and'other désignated buildings; except for

’Vtzﬁcxosrrrsngy?g ;'
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f. Measure 16. At the beginning and end of each workday and
at other regular and frequent intervals lnspect the interior and:
exterior of buildings in regular use for the presence of
susprcrous ob]ects and packages -

USMC recommended, Measure 16-1: Security and law enforcement (if
applicable) personnel increase physical security checks of '
facilities after normal working hours.

USMC recommended, Measure 16-2: Explosive Detector MWD teams
check the exterior of vehicles in the parking lots immediately
adjacent to headguarters and other sensrtlve bulldlngs

g. Measdre 17. Examlne all 1ncom1ng mall for letter or
parcel bomb devrces . .

h. .MeaSure }8. _Check all deliveries to messes,_clubs, etcrd-

'-USMC recommended Measure 18 =1: Desrgnated personnel and - S
employees randomly check package delrverles brought 1nto servrce'”;_.g
"areas ' S : E L b 3 S

'USMC recommended Measure 18 2 Mllrtary deoendents are advrsed_miﬁs

?letters and packages

commercial vehlcles enterlng the installation, and compare
'*vehlcle'contents wrth bllls of ladlng or. other manrfest .

o i Measure 19 As far as resources allow, increase R
'survewllance of domestlc accommodatlons, schools, messes, clubs,
and other "soft targets. . - - '

USMC * recommended, Measure 19-1: Military police MWD teams _
conduct walking patrols of selected parts of the installation's -
housrng area perimeter fencellne ' R

-__USMC recommended Measure 19 2 The installation commander
‘implements Yegulations prohibiting the carrying of parcels into.

.ﬂﬁSPElelC c1rcumstances and through spec1f1c doors where they wrlli:ﬁﬁf
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be checked for coetraband ‘Signs- 1nd1cat1ng the ‘new - regulatlons:,
should. be consplcuously posted at these seiected srtes. : b

usMC recommended Measure 19 -3 'Securlty and law'enforcemeut (lfﬂa.”
“applicable) -personnel increase patrolling of "soft targers" such
as bachelor enlisted quarters. (BEQ) and exchanges :

j. Measure 20. Make organizational staff aﬂd dependents
aware of the.general situation in order to stop rumors: and
prevent unnecessary alarm

k. Measure 21 At an early stage, inform members of local
-securlty commltrees of any actlon belng taken and why

_ -'1; Measure 22 Phy51cally 1nspect v151tors to the unit, and
'fa percentage of thelr sultcases, parcels, and other contalners

_ USNC recommended Measure 22- 1 g Commandlng Offlcers reduce "_m
jj;authorrzed access points of all bulldlngs under their cognizance
o direct. randoem. ID checks at. all building: entrances, and-direct: the
S }physrcal 1nspectlon of handbags, brlefcases and parcels of all
"“T;;vlSItors s : . - : R

,:sifUSMC recommended Measure 22 2 ..Commandlng Offlcers dlrect lOO
5]gﬂpercent 1dent1f1catlon card checks at bulidlngs whlch are, or:U

“fdfsUSMC recommended Measure 22 3'h Securlty personnel physrcally_
-zglnspectfall guests ("off1c1alfv151tors" may be exempted) and .

o _ I _ | Whlle 1ssu1ng V151tor passes, M
f{conduct a physrCal 1nspect10n_Of_v1srtors ‘entering. the s
: .1nstallatlon,.to 1nc1ude thelr sultcases, parcels and other
”f*contalners S

B . Measure 23. Whenever possrble, operate random patrols to'ﬁfﬁM
"chheck vehlcles, people and bulldlngs :

s pUSMC recommended Measure 23 1 Installatlon MP mobile patrols .
"fcheck roads’ adjacent to the 1nstallatlon S perimeter fencellne,

nd report_Susprcr us off= ba e201rcumstances to" the. servrcrng i

_enercemen"(lf appl;cable) agency. Installatlon perlmeter ;'”

'encflldes not accessrble_by hrcles should be checked on foo

- '__-E_gacsue o
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: Measure 24 . Protect off~ base military: personnel and-
fmllltary transport in ‘accordance w1th ‘prepared plans: Remlnd

drivers to lock parked vehlcles, and to institute a p031t1ve
system of cheoks before enterlng and drivrng thelr vehlcle

.o. Measure 25 Implement addltlonal securlty measures for -
high-risk personnel as appropriate

UsMC recqmmended,:Measure 25=1:.. Use frost oalls and: base/statlon
cable television to disseminate information and directions such
as the use of civilian attlre, off~limits lists, alternate
reportlng tlmes, etc. N B TR

3JUSMC recommended Measure 25 2 Traln unlt hlgh rlsk personnel
__1n 1nc1dent response and emergency ald procedures K : :

;_n...ypif Measure 26 o Brlef personnel who ‘may augment guard
'-force, on the use of deadly force and the rules of engagement

”q Measure 27._ As approprlate,'consult:v

i ocal authorlties o
f;:the threat and mutual AT measures : .

:'V;USMC recommendedﬁ Measure 2? 1t Emplace barrlers at gates nearT

"f:he'lnstailatlon S barrler plan

':f;gterror st actlon: ai st personnel and 1nstallatlons are 3
“Mj'jlmmlnent Imple__ntatlon of this: measure for more . than a- short_
tooperiod: wrll probably ‘create hardsh;o,'and affect, the. peacetlme o

3act1v1t1es of the unlt and 1ts personnel

re 'Mﬁaf: Measure 30 Contlnue all THREATCON BRAVO measures, or _.
f;;ntroduce those measures strll ourstandlng S




"1“establlshments
ff*ftrafflc flow

e;ffzpubllc (and: mllltary} ‘roads ‘or . facrlltles that- make the srte more
' lfgvulnerable to terrorlst attacks : S e R

- ;{Bﬁ THREATCON DELTA Implemented in the 1mmedlate ared where a':
..3fterrorlst ‘attack has’ occurred or when 1ntelllgence has been
“recegived that terrorlst actlon agarnst a specific locatlon is

FerQ 3300 l
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d. Measure 33. Strictly enforce entry control ~and search-alf
percentage of vehlcles S S

e. Measure 34 Enforce centrallzed parklna of vehlcles away*'
from sensitive bUlldlngS . : . o

f. Measure 35. Issue weapons to ‘guards (local orders should
include specific orders on the issue of ammunition).

Note: Marine Corps regulations already prescribe:the issuance off
loaded weapons to all personnel engaged in law enforcement (if
appllcable) or security duties. R R

g Measure 36. Introduce“increasedfpatrolling_of the
1nstallatlon e ' s ST
o h. Measure 37. Protect all desrgnated mission essentlal

.~;-vulnerable areas;(MEVAS} and vulnerable polntS'(VPs) lee
. special attentlon tTo MEVAS and VPs outszde of mllltary :

m_%Measure 38. Erect barriers and obstacles to control

:j. Measure 39 Consult local authorltles about closrng

: ~k' Measure 40 Spare

";llkely Normally, Lhat THREATCON is declared as. a locallzed

*'warnlng

:"vglnstallatlon wrthln operat’ons ‘or mission. support areas '

- a. MeaSure 41, Contlnue or: introduce all measures listed
for THREATCON BRAVO and CHARLIE

*b?: Measure 42 Augment guards, as. necessary

Measure 43 Identlfy all vehlcles already on the N

”“732 Measure 44 Search all vehlcles enterlng the..'

ENCLOSURE (13;
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'*?fand mllltary roads and fa0111t1es with local authorities.

3fw111 report any change in. THREATCON status to the approprlate

-'-'-';'g.;-MARFORREs A/CS G- 3 (ATTN - AL/ER Offlce;’f)

installation, as. well as their contents.

e. Measure 45. <Control all access, and impiement positivev
identification of all personnel. e

f. Measure 46. Search all suitcases, briefceses,'packages,
etc., brought intc the complex or installation. . '

g. Meagure 47. Take measures to control access to all areas
under the 3urlsd1ctlon of the US command or agency concerned.

h. Measure 48. Make frequent checks of the exteraors of
buildings and parklng areas.

o _i._?Measure'49, Mlnlmlze all adminlstratlve 3ourneys and
visits R S : -

. 3. Measure 50 8 Coordlnate the p0551ble closing of publlc

'-k; Measure 51 ' Spare

';8 REPORTING CHANGES IN THREAT CONDITION (THRPATCONL .Uﬁits

"gMajor Subordlnate Command (MSC) With an: 1nformatlon copy to the :
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INDIVIDUAL PROTECTIVE MLASURES

1. Keep a low Droflle Your dress conduct and mannerlsms P
should niot attract attention. Make an effort to blend 1nto the
local environment. Avéid publicity and:don’t g “out “in large
groups. Stay away from civil disturbances and demonstrations.

Z. Be unpredictable. Vary your route t6 and from work and the
time you leave and return home. Vary the way you dress. Don’t
exercise at the same time and place each” day,_never alone, on _
deserted streets, or country ‘roads.  Let people close to you know’___
" where you re g01ng,'what you 11 oe d01ng, and when you should be;ﬁﬁ:_
o back e . L e ST

3L Be alert Watch for anythzng suspl01ous or. out_of_place
_”:_Don t glve personal 1nformatlon over the telephone ST __:_
©you are being followed, go to a preselected secure area.
"“~meed1ately report ‘the 1n01dent ‘to the mllltary/securlty pollce
_or law enforcement agencies. In overseas areas. without such
'ffagenc1es,_report the.incident to the Securlty Offlcer or: the

As a membex ot the US Marlne Corps, ycu are af;

.Plan_ahead :
' ) When in a: hlgh terrorist rlsk area, one of{

algh“stage

B C21 You can prepare for the rlgors of captlv1ty,
;ﬂwhlch_wzll ofter some_peace of mlnd 1n tne event you are held

'oWers'ef 'tterney, ebd flnanc1al plans should be”f

. RS T DlSCUSS with your famlly what to 46 in ‘event of your
"abductlon E Prepare a package of instructions, money, airline
_ thKEtS, credit cards,.lnsurance pollc1es and ‘whom to contact
- for survivor. a351stance ' . NS R

o *C, Have a: supply of essentlal medlc1nes and flrst ald ltems
f.If necessary'aask for more and accept what 1s prov1ced

Dd”not travel'WLth aocuments on your person You can b
vexplaln names, phone numbers, addresses etc.; If held
try. to conv1nce your aptors they have taken the wrong

“”f ENCLOSURE (14)
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_1nd1v1dual - ' ' T - -

's-S,e Actlons 1f Abtacked o

Dlve for cover. Do not run. Runnlng 1ncreases the
probablllty of shrapnel hittlng vital organs, OT the head.

b;"If you must move, belly crawl or roll. Stay low to the
ground, using available cover. - : e .

c.  If. you see grenades,_iay flat on the floor, feet and
‘knees tlghtly together with soles toward the grenade. In this.
'”p051t10n,-your shoes, feet, and legs ‘protect ;the.rest of your . .o
body Shrapnel will: rlse in-a cone from the p01nt of. detonatlon,f;rﬁ-'

'”;-pa551ng over. your body

ﬁfslhands to protect‘neck arterles, ‘ears,: and skull

--_fﬁ”gd Place arms .and . elbows next to your rlbcage to protect-:ﬁfﬁ-5 '
your lungs,”heart and chest Cover your ‘ears: and head W1th youri'

Respondzng.securlty personnei w1ll not be able tO'Lﬁﬂ :
DO not attempt to a531st them in’




Wiprotectlon of Navaltand specified governmental’ dgencies -at theeﬁe

i Officer for overall installation security, law enforcement: (if

'”-ffeagalnst sabotage,-esplonage, theft OL Government property, and
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PHYSICAL SECURITY ?LAN

1. General. Physical securlty protects and safeguards personnel”'””
from criminal and terrorist acts. A physical security program
should be designed to deny access, delay intruders and detect
unauthorized access. The Commanding Officer is responsible for

all physical security within the command and the external

security of all facilities within the confines of any Naval

Installaticn.

2. Phvsicgal Securitv Plan. A Physical security plan will

outline the security measures {active and passive) used to

prevent unathorized access to pérsonnel, eguipment, installation,
material and documents. Physical security plans will be tailored. . ...
'accordlng to'the local threat and ‘security requlrements as S
. determined by the installation/unit commander. An example

s phy51ca1 securlty plan is located at the end of thls enciosure

3. ;Dueles

: Unlt Securltv Offlcer Under the dlrectlon of the
:Q*Commandlng Officer,; the* Securlty Offlcer is” respon51ble for the
'Hestabllshment _admlnlstratlon, and’ coordlnatlon of: physical o
. security and law enforcement {if appllcable) involving the

©unit actlv1ty, mllltary personnel employees, and dependents.
“3The Securlty Offlcer L R - .

:ﬁﬁﬁ{ ) Provldes adv1sory aSSLStance to the Commandlng o

oappllcable) and the malntenance of ‘good order and dlSClpllne

B {2} Establlshes and malntalns effectlve llagson with the . .0
- Naval Criminal Investigative ‘Service Resident Agency (NCISRA), -
the local Police Department, ‘State Police, and national law :
enforcement {(if applicable) agencies, in connection with criminal -
investigations, police matters, and secur ﬁty of mllltary L
'installatiohs. R

- 'e(3) Coordlnates phy51cal securlty requlrements Wlth
5 ,personnel of. the command - RIS

"( ) Protects 1nstallatlon assets and- personnel

ENCLOSURE'(la




*fentering or: exztlng the lnstallatlon by

5fd;that dellneates the. procedures for- vehicle reglstratlon, veh;cle_f
coFieand traffic: regulatlons, and. trafflc law enforcement (if R
'3'jappllcable) acczdent lnvestigatlon, and Naval Traffic Court.

'fvehlcles enterlng or-exiting the installation to prevent 1llegal-ﬂﬂﬁ?fd
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any covert act that may be detrlmental £g the unit mission.

(b) Identlfles and makes recommendatlons concerning

the designation of security areas and measures to protect areas S

such as industrial complexes and populated areas including:

1 Monltorlng of mechanlcal, electrlcal and
electronic security devices and sensors.

2 Providing military police and guard services
commensurate with manpower and budgetary constraints.

3 Protecting the integrity -of the installation by -
conductlng perlmeter securlty patrols. : : : S

”fc) Exer01se5 local operatlonal control over

1 Mllltary and c1v1llan law enforcement {if

'applicable) personnel

2 Investlgators.

{d) Controls all personnel materlal and-Vehicles i
1 Admlnlsterlng a pass and 1dent1f1catlon

2 Establlshlng and enforCLng a base trafflc code~

3 Conductzng random 1nspectlon of personnel and

“admission of:drugs, contraband, or dangerous. weapons; to prevent. -

the removal of. Government and perscnal property; and to prevent S

'lthe exit of: contraband and illicit goods into the local
community. Inspections will also be conducted prior to major

__unlt deployments OCONUS

'””5fdﬂthe malntenance of good order and dlSClpllne by

””SENCLOSURE (15)

.f:(e) SupeIVlses law enforcement (1f appllcable) and .J_:,

l Enforczng all local and U S Navy regulatlons




.. measures.

ITf_Installation Securlty Offlcer

',fzall internal physzcal securlty for their command and will
~coordinate 'their requirements for additional support with the
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and dlrectlves related to physical security and law enforcement
(if applicable) axfectzng the. 1nstallatlon and 1ts populatlon

2 Respondlng to all vzolatlons of the Uniform
Code of ‘Military Justice (UCMJ) or US Navy directives by nllltary
personnel, and apprehending and effecting initial disposition of.

offenders.

3 Apprehendlng and effecting the initial
disposition of stragglers, absentees, deserters, and prisoners in
coordination with the Staff Judge Advocate {SJA).

4 Reporting a1l viclations of the UCMJ, Navy
directives, or base regulations to the offender's Commandlno

Offlcer

5 Enforcing pet reguiations=and animai control

_ : Accompllshlng various other related tasks as
'necessary or dlrected by tne Commandlng Offlcer

L 'ipb Commanders of 1enant Gnlts “The™ commander of a unlt that?*
is. a tenant of an: 1nstallatlon or base Wlll SRR SR i

”o(lﬁ Coordlnate thelr 1nternal secur@ty wzth the Senlorflf

: ; (2) De31gnate an offlcer as® the Phy51cal Securlty i
“Offlcer Phy51cal Security Officers shall have. cognizance gver i

'LofSenlor Installation Physical Security’ Officer or with MARFORRES.

-;3e-ava11éble for internal securlty will' approve and 51gn the’ guard
'j,orders for the guard posts wzthln thelr area of reSponSLbllity

':The Physical Security: Officer has tradltlonally been appoznted
from.the ‘Intelligence or" Mllltary Police sections.:’

_ (3) Develop and maintain a physical securlty plan for

their activity- complylng w1th the guidelines of reference (a) and .
(c) and this instruction. The plan will be submitted to the S
MARFORRES Securlty Offlcer for rev1ew and recommendatlons

(4} Commandlng Offlcers who have securlty forces

ENCLOSURE (15).




'tCrlterla, temnorary or- permanent ‘will-have a waiver -or exception = .

tf:ﬁsubmltted per references (a) and (c)

zzf”vulnerablllty 1nformatzon These prlorltles willidetermine the

.'g}profrle for. Reserve commands “This report, unless: cla551f1ed
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- {5) “Ensure that personnel standipg watches are trained
and equipped; and those copies of watch assignments are forwarded
to the Installatlon Security Officer (if applicable).

" (6) Ensure timely reporting of all incidents to the
Installation Security Officer or designated representatives.
4. pPhvsical Securitv Education and Training. The Security

Officer will develop and coordinate a command Physical Security
Training Program. The training program will include:

a. Physical Security Standards and Procedures

b.  Loss Prevention o

.c,: Identlficatlon and Reoortlng of Securlty Violations
d:n Emprovement of Securlty Measures

e,..Antlterrorlsm Tralnlng and Pre— deployment ‘Briefs

B, Walvers and Exceptlons Any varlance w1th requlred securlty_fbﬂﬁ_ |

‘approved by hlgher authorlty»; Walver/exceptlon requests will be::gfja :

1,51 'Prlorltles MARFORRES phy51cal Securlty Program/resource SR
priorities sha}l be based on the most ‘current. threat analysis and; i

f;urgency for- completlon of " securlty prOJects, upgrades, ete.
mgSecurlty prlorlty levels. G .

Protectlon of mr551on assets

b;' protection of llfe/safety assets {(Commissary, quarters,
offices, etc ).

ol Protectlon of valuable assets {Navy Exchange, Morale,
Werfare and Recreatron (MWR) propertles, etc.).

'7.ﬂ Threat Analv31s - NCISRA wrll prov1de a threat assessment

o __nciuded as an: Annex to “the Physical- Securlty Plan
-nCla531f1ed reports wrll be kept under separate cover.




.”'?MARFORRES Security Officer, Physical’ Security Officer or

7lfpphys1cal securlty surveys fo

a;{fjbe forwarded : X author -
"K:reports bf;tenant commands 13 subject to requzrements of the

;g;ifexcept;ons B
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8. Vulnerabilitv.' The. NCISRA threat analy51s reportang R
perlodlc Physical Securlty Surveys, ‘dlong with other securlty S
inspection reports: and securlty violation data, will ‘be tsed to@““f
determine the overall current vulnerablllty of command L
installations, “and will be' lsed to: a351st 1n establlshlng

Physical Security Program priorities. a : -

9. Phvsical Security. Surveys. Physical Security'Surveys will be”
conducted at least annually- by all departments/commands. Results_
of these surveys wzll be documented and kept on fiie for two

years.

‘a. The Command" Security” Offlcer will perform perrodlc _
~surveys ‘'of all command facilities. -Such’surveys, when they covere E
...an entire department/command .may. be counted .as.completion of the:
.annual survey requlrement : y

S “f@b A copy of the results of each department s/command'
_faphy51cal securlty survey will be supplled to the- MARFORRES
'hLSecurlty Offlcer for revrew/coordlnatlon R :

Tenants may request in wrltlng, a581stance from the

57Ant1terrorlsm Offlcer, howeverj ‘he/she will not" routlnely perform7f
"-tenant act1v1t1es i o

R .m'Repor.dsgenerated by Phy81cal Secur;ty Surveys may ‘be
" 1ised to Upgrade local securlty_measures/programs They will" not

ia MARFORRES . Use of: tnese

'erespectlve commands’.,

L ] eportSTSubmltted by commanders w111 be SubJECL to
.,.:rev1ew by ‘the Force Protection Offlcer to coordlnate Reserve wzde
Thsecurlty measures,-upgrades, etc ' : : e

_ (2} Department heads w1ll use these reports to document '.j"i*
_:and monltor corrections of security def1c1en01es within their - e
“respective areas and to 1dentrfy those areas requlrlng walvers ord”

 ENCLOSURE (15
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barrlers, srgns, and dev1ces are de51gned to restrlct impedep
_access,'or announce: the presence of ian intruder: Phy51cal
perimeter’ barrlers at.ounit. lecatlons can be: ‘both natural -and . S
structural. Securlty ‘aids” range from a s;mpie lock, to 1ntrusron”f“*
detiection system, ‘to manpower-resources Lo ‘combat and deter 3
criminal elements, saboteurs, and espionage. SR

. (1) Perimeter Protective Fencing. When possible, all
land boundaries;of unitlecatiQﬁsgshoqldLbe fenced and the. —
specifications will meet the requirements of reference (a). The
fence line will be routinely inspected by commanders to ensure
all damages and drscrepanc1es are corrected immediately. This
fenc1ng is: contrngent on property leasé agreements.and
avallabllity of fundlng by thls headquarters Facrlltles

'};Department

SR (2) Perlmeter Clear Zones . Clear zones wrll be _ T
___j:marntalned on both: the inside and outside :of the- perlmeter fence L
oidine ras requlred by reference (a or:as: walved ‘or excepted by .
7fahlgher authority. - Routlne clearlng and/or mowing: will :be:
'g;conducted to ensure zones and fence llnes are kept clear

"~0Mann1nq of Perlmeter Gates,;P01nts of Entrv/Ex1t.“
e arms ‘orce personnel will man all land
?j:boundary{gates when ope All gates. not manned w1ll be secure
LA dium securlty;padl_ck and the. key controlled by the
75;*Secur1ty:Departmentg: “The" department or activity having :

'iTcognlzance over such areas: durlng normal operatlng ‘hours Wlll mang
5a11 authorlzed water Access p01nts Signs.: will be’ consplcuously
S _'posted on piers’ and iandlngs, warnlng all persons that entry is:

_&ﬁi,only authorrzed as follows*'-ﬁ?u; A ST e i

S (1) Prearrangement and authorlzatlon by Commandlng
'Q”Offlcer of the unlt or_lnstallatlon :

B {2) Near water boundarles an emergency berthlng of craft
'due to water or weather: condltlons, serious: ‘property damage, or:
illfe threatenlng_condltlon  la'xeallty 1n dlfferent cases zn




.Tffciup'to date IDS recall rester to the securlty or pollce lelszon qf

_'t?rcautlon and'accepted practlces Inm securlng the area and
”f{jdetermlnlng 1f an lntru51on has actually occurred :
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CL Perlmeter Locks . Only approved.perlmeter locks w1ll be'f'
used.: Lock 'standards and Lock: ‘Control "Procedures ‘are 1ocated 1n
reference (d) -

d. ths1¢a1"Seeufi%v~E1éctronic*Edaisméﬁt'(PSanri“psEE=ish~**'
designed to detect ‘actual or -attempted entry or penetration. i
Resources requiring continuous or freguent security checks due toi:.
essential or c¢ritical classification, wzll be studled for ‘the o
feasibility of PSEE protection. : : : :

e. Activated Intrusion Detection Svystems (IDS). . .When a
signal is received at the security office indicating an alarm or
trouble on the line, the police dlspatcher will 1mmed1ateiy o
_dlspatch a suff1c1ent number -of pcllce officers to secure the
affected area. . Standard. operatlng procedures for:. each-alarned -
area will be establlshed and ‘practice exercises. w1ll be conducted
._:qtarterly The followrng w1ll be accompllshed on each IDS
e c1rcu1t : _ o Sl y G

Cawl 1) Each alarm actlvatlon, real false, ‘or” trouble, w1ll

ibe recorded in an IDS alarm log at. the. Securlty Department.. Each
gentry wril show theetlme, date, locatlon, cause of alarm,-and S

actaon taken R i T - L : - et

2) Each actrvrty or: department w1th IDS w111 prcv1de an:

i (3 Personnel on the recall roster wrll respond  :.
flmmedlately when notlfled”w:_ G e : R

,The securlty or. pollce offlcer on the scene w1ll use”

'.fxﬁj

*(S) Tenants u51ng PSEE wzll 1nclude local procedures,
standards, and p011c1es for effective use and maintenance. If Ean
connected- to installation: systems, tenants must ansure compllancegnfxv

: .w1th 1nstallat10n guldelznes

. ':ff} §§§E£;EX_L£QQL$QQ Securlty llghtlng w1ll be prov1ded as_;”'*
.requlred andlell_meet specmflcatlon standards per reference (a) e

'Fl.ENCLQSGRE (15).




U functions.

fsfﬂmoblle,_or f xed) whlch ‘can be used for rapld and rellable
V“tw0wway voice: communlcatlons o ﬂ - . : :
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_Pubirc Works Offlcer Defectlve and burned. out securlty llghtsl"”'"
'Wlll be repalred/replaced 1mmed1ately : : _ R

. L g. Securltv Force Communlcatlons Installations that
maintain @ ‘Security Pollce/Guard Force ‘will have "its own.
communications, with direct lines. between securlty headquarters
and security elements, -and an auxiliary power supply and
sufficient equipment to maintain continuous two- way voice
communications among each element. : :

(1) Purposes. Security communications will provide the
following: - o

- S __(a) Expedltlous transm15510n of . routlne and emergencyﬁ;f:L
.”1nstructlons between securlty headquarters, posts, and patrols S

fﬂ{bj Integratlon and coerdlnatlon of securlty

ey EfflClent and. economlcal use. of securlty forces “H;jV

S :f( ) Expedltlous transmlss1on of requests for:f'
aj_ﬂa831stance to ‘outside sources dn- an emergency beyond Securlty s;
':capablizty to control SR L, i : . :

S (e} The'use of the "10" code wrth other sultable andf
funrform radlo vorce communlcatrons System . S

e : : . r tv.Communlcations Equlpment 'Sécdf1£y"
-@:'ommunlcatlons 1nciude ‘all telephone syst@ms (fleld local,
“government,; -and. commercral) and all- radlo systems {portable,

'ﬁ(B) Use of Securltv Communzcatlons Svstems ds -limited to--*Z*

~official use only by the-Securlty Department; ‘the Commandlng
jQiflcer, the Executlve Offlcer and the: CDO/OOD '

_(4) Testlnq of Securrtv Communlcatlons Svstems
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emergency condltlons A record/log of all- testlng, results and B

action taken to correct discrepanciss will be maintained for a
 periosd of two years or until -the next Inspector General or.

command 1nspectlon, whlchever occurs flrst R R

(5} Authentlcatlon of Communlcatlons Duress codes will@i .
be assigned on a monthly basis to alert all security personnel of
emergency 51tuatlons This code will be ‘changed immediately if

h. Restricted Areas. All unit/installation areas should =
afford protecrron _ Critlcal and essentlal areas should haver
hlgner ‘degrees of protectroﬁ and securlty control Each

' commandlng officer is responsible and has the" ‘authority to’
. establish.various levels of. securlfy protectlon for their areas
“Tenant commands ‘and activities may reguest: a551stance from the
_ ;Installatlon Securlty offlcer in: establlshlng restrlcted areas
These are areas that reguire ‘control of access,’ and are:
=cla381_1ed 1nto three types by the*following crlterla.g :

Exclu31on Areai*]An exclusron area s one contalnlngﬂ
' hay ”f';ature that access to. the area: :
'yconstltutes access to such cla581f1ed 1nfozmataon The- follow1ng*

'5fﬁba51c securlty measures are requlred for an ex lu51on area

(1)

ff (a} A clearly deflned perlmeter barr1ers.f-7lf?”

-Lafb) A personnel 1dentlf1catlon_and control system

S . .:lf ) All p01nts of lngress and egress'are guarded or
;;ﬂjsecured and”a arm: prot tedf"" B e o

SRS {d} On Vo persons whose dutaes actually reoulre access
;ﬁjand who have been granted approprlate securlty clearances shall
**be allowed 1nto exclu81on areas. SN e : :

{2) lelted Area A llmlted area is deflned as ornie R

: containlng cla551f1ed matter in which uncontrolled movement wouldT
:;lpermlt access tor such matter, but w1th1n ‘which escort ‘and other”
__jjglnternal restrictions and controls may prevent 'such access. ‘The
“V;follow1ng basrc_securlty measures“are re-ulred for allfllmlted-f
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{b) A personnel 1dent1f1cat1on and control system

e (c} All po;nts of 1ngress and egress must be guarded
or. controlled by persons whose .duties include: 1dent1flcatlon

"”'checksr or they shall be" monltored by automated survelllance

-;f'adjacent to-or encompassing - limited or. exclusron areas and. wrthln

- which® uncontrolled movement does. ot permlt access: to. cla331f1ed :
S ﬁ;matter Itedse desrgned for the pr1HCﬂpal purpose of. prov1d1ng

zjﬂadmlnastratlve control, safety,_and/or a buffer area -of- securlty

“controlled area will be based on: gperational. need for access and.

-systems

(d) All persons admltted to a limited area wzth
freedom of movement within such area shall have appropriate
security clearances. FPersons who have not been cleared for
access to the. lnformatlon contained within & limited area may,
with approprlate approval be admitted to such area. Escort
shall control’ them ‘and- securlty procedures to prevent access to
jthe cla551f1ed 1nformatlon S e R TR TR ERRRERE: e

(3)iControlled Area A controlled area 15 deflned as one

ited or. exclu31on_areas The follow;ng bas ol

a;determlnlng the“need for access ‘and method of?approval for acce 5
Under?normal condltlons, approval for access te a .

"fadequate identlflcatlon of the 1nd1v1dual rather than on’ thElI
gsecurlty clearance status gl

o zflﬂi;_ Securltv Vlolatlons Any breach of seourlty or. v1olation
_fdof securlty*control mea='3es 1n any: unlt/lnstallataon restrlcted
:;area should;be'reporte_' jthe command’s Securlty Offlcer Ffor:




";zlnfcrmatlon if avaliable
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action. : ' .

(2} Persons operating - vehicles in restricted areas
without authorization are subject to dlSClpllnary actlon,
including loss of driving privileges.

(3) Vehicles parked within restricted areas without
approval of the Security Officer may be impounded by installation
police on orders of the Commanding Officer. Such vehicles will
be released to owners only as authorized by the Commanding
Cfficer.

j. Hostage Situations. Due to the close proximity of law
enforcement agencies in the continental U.S. , and the extensive
tralnlng reguired to successfully conclude a hostage situation, .
responses will be limited to:

{1) Take no dlrect actlon agalnst the nostage taﬁer(s)

o {2) Notlfy base/statlon securlty personnel or local law = -
.. enforcement agencies 1mmed1ately Provide the following

71(a) Locatlon and phy81cal descrlptlon of . barrlcade

.fbjeNumber and 1aent1ty of hostage takexs =
{c) Any known reasons for taklng hostages

_fd)_If hostage takers are armed/types of weapons.

{e) Number and 1dentley of hostages
{f} Number_of pollce pergonnel con-the-scene.
(g) Safest approach route.

{3) Do nct fire on or return the fire of a hostage taker
except in self defense agalnst certain death/grievous bodily
-;njury g

"?f4)ﬁRetirethfséfe:posiﬁiqn'injview,of;the area.

- [5) Effect containment to the smallest possible area.
L ENCLOSURE (15)
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(6) Commence notification and recall of key personnel.

k. Proprietary Jurisdiction. The Federal Government has
acquired az .degree of ownership of . a piece of property but has not:
obtained legislative authority over the:area..--Generally, only -
the state has the power to enforce its laws on the property. The
rederal Government has the right, however, as does any landowner
or tenant, to protect its property and personnel. 1In addition,
state authorities cannot interfere with any valid military

activity on such property.




... personnel,  contractor. personnel and- local pollce/armed forces.
lgfor rdentlflcatlon and control of - personnel Ident1fy -
-rﬁcontractor personnel and malntenance or support personnel )

control. requlrements Identlry material admission requlrements,,-"
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PHYSICAL SECURITY PLAN FORMAT
CLASSIFICATION

Copy no. of copies

Issuing Headquarters )

Location

Date/time group
1. PURPCSE. (State plan’s purpose.)
2. AREA SECURITY. (Define the areas,'buildings and structures -
consldered crrtlcal Estaollsh prlorltles for thelr protectlon.)-
3. CONTROL MEASURES (Deflne and: establlsh restrrccrons on’

access to and movement 1nto crltlcal areas }-

f.a: Personnel Access -'(Establlsh control pertlnent to each%w5
area or structure. Determrne ACCess authorlty . Provide access;~ﬁ
scriteria‘for unit- personnel v1swtors, maintenance or support

-_rDescrrbe the” system used in eath: areéa: If-a badge 8system is T
used; ‘provide complete descriptions to .dissem minate- requirements __qrj

~application of wof control ‘system: for unit: personnel vrsrtors tov ]{,
restricted or admlnlstratlve areas, vendors, tradesmen, SRy

'ﬁbﬁ. Materrai Control (State 1ncom1ng and outgorng materzalﬁfffrf

: Zlnspectlon procedures,_spe01al controls on: delrvery of supplies"
“and/or personnel shlpments in restrlcted areas,_and requlred &

'*rdocumentatlon )

'C. Vehicle Contrbl (Identify vehicle- registration pollcyf

search policies, parking regulations and controls for entering
restricted and administrative areas. Procedures must address

privately owened military and emergency vehicles.)

4. ATDS TO SECURITY (Identlfy the installation’s security ERARTe
7procedures for protective barriers, protective llghtlng systems, .
ointrusionidetection systems and: ‘communications. . .Define the . o
_*fprotectrve barrier’s clear zcnes, ‘signs. {type and postlng
'.requlrements) and gates (hours of operatlon, securlty

- ENCLOSURE {15)




"“u fnot to be explozLed and descrlbe use. and communlcatlons means )f3f

' fnearby mliltary 1nstallatlons.; State liaison and coordlnatlon_;f”
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reqguirements and lock securlty) ~ State the protective lighting
system’s use and control 1nspectlons, response to commercial
power failure, response to alternate:source of power failure and.
emergency lighting system.  State the intrusicn detection
system’s security c1a851f1catlon, 1nspectlon procedures, use and
monitoring, response to alarm conditions, maintenance
reguirements, alarm logs or registers, sensitivity settings,
fail-safe and tamper-proof provisions and monitor panel location.
State communication lccations, use, test and authenticatfion

procedures.)

5. . INTERIOR. GUARD PROCEDURES. . {Include general instructions for
intericr. guard personne. Detailed instructions are attached as
annexes. Incorporate randomness in pat trol procedures. Address
“composition-and: organization for security-and -alert. force for: .
~tour-of duty,-essentlal posts and routes, weapons and equlpment _
;tralnlng, use of WMD teams, method of challenglng, and ROE and o
deployment concept ) : G : o : L - :

5. | CONTINGENCY PLANS . '(identify"emergeﬁcy'réspoﬁsé ' Attached
__detalled plans (e 9g- “counterterrorism, bomb threat; diaster; .
“fire) as annexes. Adaress 1nd1v1dual actlons,_alert force

'-iactlons and securlty alert status 5

'”?_27, SECURITY ALERT STATUS f (Determlne current securlty alert “”.ff
'fstatus ) = cenl e e T

g USE OF ATR SURVEILLANCE. (State if air survelllance lsfls-?f°

gl COORDINATING INSTRUCTIONS.:'(Identlfy 1ntegratlon plans of

‘instructions for ‘local authorltles, federal agenc1es ‘and other.
military organlzatlons )

CmncrostRe 1)




